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Recyclable Counter With Confinement for Real-Time
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Abstract—With the amount of Internet traffic increasing sub-
stantially, measuring per-flow traffic accurately is an important
task. Because of the nature of high-speed routers, a measurement
algorithm should be fast enough to process every packet going
through them, and should be executable with only a limited
amount of memory, as well. In this paper, we use two techniques to
solve memory/speed constraints: (1) recycling a memory block by
resetting it (for memory constraint), and (2) confinement of virtual
vectors to one word (for speed constraint). These techniques
allow our measurement algorithm, called a recyclable counter
with confinement (RCC), to accurately measure all individual
flow sizes with a small amount of memory. In terms of encoding
speed, it uses about one memory access and one hash computation.
Unlike other previously proposed schemes, RCC decodes very
quickly, demanding about three memory accesses and two hash
calculations. This fast decoding enables real-time detection of a
high uploader/downloader. Finally, RCC's data structure includes
flow labels for large flows, so it is possible to quickly retrieve a list
of large-flow names and sizes.

Index Terms—Computer networks, network traffic measure-
ment, computer network security, system analysis and design.

I. INTRODUCTION

I NTERNET traffic has substantially increased, and Cisco
Systems Inc. projects the amount of IP traffic in 2017 will

be 120,643 petabytes per month [1]. While this fast growth
in volume necessarily accelerates development of high-speed
routers, there has been a consistent need to measure the size of
the traffic, not just roughly estimate the total traffic. Every indi-
vidual flow size must be measured quickly and accurately, not
only for accounting but also for security. Heavy downloaders/
uploaders may be attackers that want to interfere with a network
or overload a server by mounting a denial-of-service (DoS) at-
tack, or they may be spammers. To be able to detect this at an
early stage or in real time will greatly enhance not only avail-
ability but also the security of the network and the server. How-
ever, because of highly constrained requirements in terms of
speed and memory, it is quite challenging to accurately measure
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individual flow sizes on a high-speed router with little memory,
even if it is fast.
The simple approach (to account for each source by storing

flow ID, counter pairs in a table) is not feasible considering that
the number of flows may be too big to be counted in the table,
e.g., 264 K sources for a one-minute Cooperative Association
for Internet Data Analysis (CAIDA) dataset [4]. Because of the
speed of routers, the data structure that holds counting values for
flows is stored in an expensive, but fast memory, like SRAM,
so the available amount of memory is not large. Therefore, the
goal of a per-flow measurement algorithm is to measure indi-
vidual flow sizes as accurately as possible with a small amount
of memory. Also, updating a counter should be fast enough to
be run on a high-speed router. For real-time detection of heavy
flows, online decoding is also required. To be able to decode
online, the number of memory accesses and hash computations
for the estimation should be small enough to be performed on a
high-speed router.
A lot of research on per-flow measurement has been con-

ducted using various primitives, such as Bloom filters, coding
techniques, Flajolet-Martin (FM) sketches, and randomized
counter sharing [16], [20]–[22], [24]. To decrease memory
usage, most researchers have used statistically shared counters,
matrices, and Bloom filters. At the time of estimation, statistical
noise is removed from each estimation. To make the estimation
better, sometimes maximum likelihood estimation is adopted,
but it involves a large amount of computation.
In this paper, we propose a per-flow measurement algo-

rithm called a recyclable counter with confinement (RCC)
that has both deterministic counting and probabilistic counting
segments. RCC's deterministic counting segment is a simple
accumulator, and its probabilistic segment greatly depends on
linear counting and compact spread estimator (CSE) [12], [23].
Linear counting and CSE were originally for counting distinct
elements in a set and multiple sets, respectively, while per-flow
measurement algorithms were for counting multiplicity in a
multiset. Instead of a deterministic hash on a destination IP,
a randomized hash is used to adapt them to our algorithm.
Randomized linear counting recycles its memory via repeated
resetting when it becomes full from a large flow. RCC has
many advantages over existing counting schemes. First, its
estimation accuracy is higher than those of schemes recently
proposed, such as the counter sharing method(CSM) [24]
and the probabilistic multiplicity counting (PMC) [22], over
all ranges of flow sizes, given the same amount of memory.
For example, using only 50% of the memory of PMC, RCC
gives better estimation accuracy. Second, RCC's encoding
speed is comparable to CSM/maximum likelihood estimation
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method (MLM)'s and PMC, requiring only 1.07 to 1.21 hash
computations and memory accesses. Third, online decoding is
possible with RCC, because RCC decoding for a flow requires
only about two memory accesses and two hash computations,
whereas other schemes require hundreds or thousands of
memory accesses and hash computations, or very time-con-
suming maximum likelihood estimation. Fourth, RCC has a
built-in data structure for flow-labeling of large flows, which
is counted in total memory usage. Thus, it directly retrieves
the list of large-flow labels and their sizes. We believe that
built-in flow labeling working together with online decoding
will lead per-flow measurement to new real-time services,
such as real-time detection of heavy downloaders/uploaders,
spammers and DoS attackers.
Our paper is organized as follows: After the introduction, we

review related works in Section II, especially CSE in detail.
Section III sketches our ideas. In Section IV, we describe our
proposal, and Section V analyzes its accuracy. In Section VI, ex-
periment results are shown, including a comparative study with
CSM, MLM and PMC. Finally, we conclude in Section VII.

II. RELATED WORKS

Though packet sampling is an easy way to measure a large
amount of traffic, measurement accuracy of Cisco's Netflow [2]
and sFlow [3], which fall into the packet sampling category, are
not good for an individual flow, especially for small flows. They
have very large variance for small flows [22]. Recent research
avoids packet sampling because of its large error in measure-
ment, but examines all packets. RCC also examines all packets
instead of packet sampling during a measurement period.
In order to identify elephant flows which can be defined as

those flows that send more than a certain threshold (say 0.1%
of the link capacity) during a measurement period, Estan and
Varghese [13] presented a method in 2002 that was followed by
several other researchers [15], [17], [18]. The basic idea in their
schemes is to use a filter consisting of multiple, but duplicate,
counters to accurately identify elephant flows. Their interest is
not in measuring individual flows, but in identifying the ele-
phants. Estan and Varghese's proposal is similar to RCC in that
it uses two different structures to identify elephants, but RCC's
goal is to measure all the flows.
Spectral Bloom filters (SBF) [14] and the multi-resolution

space-code Bloom filter (MRSCBF) [16] use a Bloom filter
to estimate individual flow sizes. SBF and MRSCBF are
rather slow in terms of the number of memory accesses and
hash computations, and also their estimation accuracy with a
small amount of memory needs to be improved. For decoding,
MRSCBF is very slow because it requires maximum likelihood
estimation or mean value estimation. RCC is very fast, and has
greater accuracy. To enhance Bloom filters' false positive rates,
several approaches such as [25], [26] were proposed, but not
for counting; rather, they are for dynamic set representation.
Counter braid (CB) encodes and stores a count value in the

context of coding theory in order to compress the value [20].
It has multiple layers for counting from small numbers to large
numbers. Owing to its high compression capability, it achieves
high accuracy, although it fails to count flows with very lim-
ited memory [24]. Also, CB's encoding speed is still slow, and

decoding should be executed offline in a batch way, that is, not
just individual flow sizes, but all the flow sizes, are calculated in
batch processing in a high-performance computer. RCC is fast
in both encoding and decoding, and it is also able to decode an
individual flow.
For per-flow measurement, probabilistic multiplicity

counting (PMC), proposed in 2010, is the most comparable
scheme to RCC [22]. PMC has a hybrid structure, so it uses an
FM sketch [11] to measure large flows, and HitCounter [12] for
small flows. Though it has much better measurement accuracy
in measurement than MRSCBF and sFlow, RCC outperforms
PMC, which uses twice the amount of memory of RCC, in
terms of accuracy over all ranges of flow size over all memory
sizes. This will be shown in Section VI.
In 2011, Li et al. proposed a randomized counter sharing

method to measure individual flows accurately [24]. For en-
coding, it splits a flow size into 50 to 1,000 roughly equal shares,
each of which is stored in one randomly chosen counter. Flow
measurement or decoding is the summation of multiple but
independent counters, subtracting the noise introduced by other
flows that happen to share the counters. Its encoding is very
fast, and it works well, even with an extremely small amount
of memory. It showed that for traffic data with 10 million
packets, the estimator successfully measured flow sizes with
only 2 Mb ( KB) of memory, while CB and MRSCBF
failed. CSM, however, is not good at measuring flows larger
than a set threshold value because of its static data structure.
More specifically, CSM has a fixed and identical number of
shared counters for each flow, and thus, it has an upper limit
of measurement. By increasing the number of counters, it can
increase the upper limit, but at the expense of measurement
accuracy. MLM, a maximum likelihood version of CSM, was
proposed to improve measurement accuracy, but the decoding
requires a substantially longer time than CSM.
RCC is different from previous methods, such as SBF,

MRSCBF, CSM and PMC, in that a virtual memory block
allocated to a flow in RCC is recyclable and is confined to one
memory block. These two differences enhance the estimation
accuracy and the speed.
Though compact spread estimator is not a multiplicity

counter but a cardinality counter (RCC is a multiplicity
counter), we review CSE in more detail because RCC is based
upon CSE for its probabilistic counting. CSE was proposed
by Yoon et al. in 2011 [23], and counts the number of distinct
destinations for each source, while all the above-mentioned
works count the multiplicity in a multiset. CSE counts cardi-
nalities (spread or fan-out, equivalently) of multiple sets, and it
is based on linear counting [12]. Thus, CSE can be viewed as a
multiple-set version of linear counting. Every individual source
has its own virtual vector for linear counting, some portion of
which is randomly shared with another source's virtual vector.
CSE uses an -bit array, , for estimation. Whenever a packet
arrives, its corresponding virtual vector is chosen according
to its source address, and the encoder sets a bit according to
its destination address on the virtual vector:

, where is the size of the virtual vector. , the
estimation of a source's cardinality, is the estimation of linear
counting for the virtual vector subtracted by the average noise
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over the entire memory space, which is also calculated by linear
counting as follows:

(1)

where and are the fractions of 0's in and in the vir-
tual vector, respectively. The first term (negative) is the average
noise over , and the second term (positive) is the estimation
of the virtual vector. Both estimations are from linear counting.

III. IDEAS
In this section, we present two ideas to enhance accuracy and

speed of the per-flow estimation: a small-but-recyclable counter
and confinement of the virtual vector.

A. Small-but-Recyclable Counter for Accuracy
There are two important factors that determine the accuracy

of traffic measurement schemes: saturation speed and the
memory block size for a flow.
It is obvious that as time goes on during a measurement pe-

riod, the number of packets increases, and the memory becomes
saturated with too many 1's (or full counters) in most counting
algorithms. The more 1's there are, the less accurate the esti-
mation. We note that a Bloom filter works well until 50% of
the memory is full (the golden ratio), and linear counting works
well until 70% of the memory is full [12]. Thus, the filling speed
of 1's is an important factors that decides a measurement al-
gorithm's accuracy when there is limited memory. If the filling
speed is fast with a given memory size, the memory will soon
be saturated and the accuracy degrades quickly. Therefore, it is
better for accuracy if there is a way to delay saturation.
To reduce the amount of memory required for measurement

of large numbers of flows, it is also necessary for each flow
to share memory with other flows, so most measurement
schemes have adopted random sharing of memory among
flows [16], [20]–[22], [24]. In measurement algorithms, a
memory block is allocated to each flow for measurement,
which is called a virtual matrix in PMC and MRSCBF, and
a virtual vector in CSM and CSE. To reduce memory, some
portion of a memory block is shared among multiple flows.
Most measurement algorithms allocate the fixed and same size
of memory block to each and every flow, because when the first
packet of a flow arrives, an algorithm cannot decide whether it
will become a large flow or a small flow. When a measurement
scheme estimates traffic with large flows, the block size should
be large enough to accommodate large flows. Because of the
random memory sharing among flows, a larger block size
implies a greater shared portion among flows. To share more
memory gives better memory utilization, but it also causes less
accuracy in estimation because the amount of noise introduced
into a block is in proportion to the block size. In particular,
small flows that would fit in a small block suffer from more
noise than their actual size warrants. However, the block size
cannot be set too small, to minimize noise, considering that,
these days, the volume of traffic from a flow can grow sharply
owing to various multimedia data. Let us take an example from
PMC. It uses a very large virtual probabilistic counting with
stochastic averaging (PCSA) matrix, where the size ranges
from 32 32 to 32 256. Because of this large memory block,

an FM sketch (the main component of PMC) is not good
at counting small flows, and therefore, PMC adopts linear
counting only for small flows by collapsing the matrix into a
bit vector, which has the effect of making the memory block
smaller [22]. Another example is CSM, where the number
of 6–9 bit counters, ( ), determines the size
of a memory block. When is large, it can count large flows
with less accuracy, but when it is small, it can count only up
to a small size, but with better accuracy, because the small
memory block is quickly saturated. Consequently, although we
can control the block size, the control allows only a trade-off
between accuracy and the upper limit of the counting range.
Our approach for better estimation is (1) to recycle memory

blocks by repeated resetting to prevent saturation, and (2) to
use a very small memory block for each flow for better accu-
racy. Obviously, recycling memory blocks distorts all the infor-
mation that a memory block holds, and a small memory block
has a small estimation upper limit, although those may provide
slow saturation and better accuracy. To resolve these problems,
we use a hash table to accumulate flow sizes measured by a
memory block. Whenever a memory block for a flow reaches
its maximum capacity, its estimation result is accumulated in the
hash table (therefore, the information contributed by the flow is
preserved in the table), and then the memory block is recycled
after resetting the block to the average noise level (therefore, the
information contributed by the other flows is preserved in the
small memory block). Because the majority of flows are small
enough to fit in a memory block, the number of flows to be man-
aged by the hash table is not large, compared to the total number
of flows. Recycling with resetting sharply contrasts with previ-
ously proposed schemes in that the number of 1's in RCC fluc-
tuates, whereas the number in other schemes is ever-increasing.
Repeated resetting prevents saturation, and thus, estimation ac-
curacy is enhanced.
For the probabilistic counting structure with small memory

blocks, we use a modified CSE so that it uses a randomized hash
function instead of hashing deterministically over a destination
address. By this randomization, different bit positions can be
set to 1, even for multiple packets from the same flow. Because
CSE was originally devised to count the spread of a source, it is
good at counting small numbers, but not good at counting large
numbers. In our approach, an approximation counting scheme
that estimates small numbers well is desirable because we have
small memory blocks and an independent accumulator. When-
ever 70% of a virtual vector is full of 1's, its estimation value
is accumulated in a hash table, and the vector is reset. Here,
70% is the percentage at which the linear counting works well
according to Whang et al. [12]. However, because of the large
number of accumulations for a large flow, a small error in each
accumulation might be amplified. Because of this, instead of di-
rectly using their approximation formula shown in (1), we use
a better estimation formula derived from Whang et al. [12].

B. Confinement of Virtual Vector for Speed
Another aspect of the performance of a measurement al-

gorithm is encoding/decoding speed. For faster encoding and
decoding with the randomized counter, we devised a technique
called confinement of the virtual vector.
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Fig. 1. RCC's Confinement and Recycling. (a) A virtual vector with no con-
finement (shaded) is dispersed over the entire memory space. 8 memory reads
and writes (r/w) are required. (b) A virtual vector with confinement (shaded) is
over one word block. Now, it becomes almost (more than 70%) full. 1 memory
r/w is required. (c) The virtual vector (shaded) is now recycled after being reset
to the average noise level. To reset, randomly selected bits are set to zero as
indicated by triangles ( ).

Reminded that a randomized CSE is used for the probabilistic
counting structure, the most time-consuming part would be
memory accesses. This is because the bits of a virtual vector are
dispersed over the entire memory space in CSE, and thus, each
and every word holding the bits must be read into a processor
to determine whether it is 70% full or not. In addition, when
the average noise level should be written to a virtual vector
that consists of multiple bits dispersed over the entire memory
space, just as many multiple read/writes of memory blocks
should be performed, as shown in Fig. 1(a). Consequently, the
number of memory accesses is proportional to the size of the
virtual vector. Although we use a very small virtual vector
size , such as , its encoding needs 8–32 memory
block read/writes.
To reduce the number of memory accesses, instead of deter-

mining bit positions of a virtual vector over the entire memory
space, we confine a virtual vector of RCC to one memory block
so that it requires only one memory block access to read and
write a virtual vector. Fig. 1 shows the idea of confinement and
recycling in RCC. Fig. 1(a) is when there is no confinement,
where a virtual vector is distributed over the entire memory
space, whereas in Fig. 1(b), a virtual vector is confined in one
word memory block. In terms of speed, the no-confinement
case, Fig. 1(a), requires number of memory accesses to form
a virtual vector, whereas RCC with confinement, Fig. 1(b),
requires only one memory access, irrespective of the virtual

Fig. 2. Recyclable Counter with Confinement.

TABLE I
NOTATION

vector size . Fig. 1(c) depicts the recycling of RCC described
in Section III-A.
Although the confinement reduces the accuracy slightly, the

effect is not significant, and the advantage in speed outweighs
the loss in accuracy. The larger the confinement size, the better
the accuracy, which will be shown in Section VI. Therefore,
if routers having a wider bus appear, RCC will work better
owing to the lessened confinement effect. In the experiment in
Section VI, we conservatively assumed a narrow confinement
(32-bit) for fair comparison.

IV. RECYCLABLE COUNTER WITH CONFINEMENT

In this section, we describe our per-flow measurement al-
gorithm, which consists of two parts: the encoding function,
which increases the counters of each flow for incoming packets,
and the decoding function, which returns the estimated flow
size. See Fig. 2 to understand the two data structures of RCC.
Table I contains notation used.

A. Data Structures
RCC has two types of data structure, one for the probabilistic

counter ( , the randomized counter) and one for the determin-
istic accumulator ( , the hash table).
The randomized counter, designed by modifying CSE [23],

stores the sizes of all flows into a bit vector, the size of which
is bits. All bits are initialized to 0; randomly-chosen
bits are allocated to each flow, and therefore, some flows
may share some bits. However, because of the confinement
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of the virtual vector, the bits of the virtual vector are not
scattered over the entire memory space but are confined to a
-bit word. To form a virtual vector , a one memory block
(or a word) is chosen randomly, and then bits are selected
randomly within the block. To do so, we define hash function

, which randomly outputs an
index for the block that corresponds to the flow, , and , a
vector consisting of indices within the block for the bits of
the virtual vector. The bit length of is , and that
of ( ) is for the 32-bit confinement.
In total, the output of is ( ) bits long.
For , 8 to 32 bits are sufficient, which is in contrast to 100 to
1,000 bits with CSE [23]. Therefore, with 16 Mb ( ) of
memory in our experiment, 57 ( ) bits
of a hash value are sufficient when the confinement size is 32.
Network processors normally have an internal hardware hash
unit to output 48, 64, and 128 bits, so one hash computation
can generate [5].
The hash table is an -size array of pairs, where
is a -bit flow ID, and is a -bit cumulative counter. All

entries are initialized to 0. To resolve the hash table collision,
we use open addressing with quadratic probing. That is, to find
an empty bucket for a new flow for encoding, we calculate the
hash index with starting with , and
increasing by 1 until an empty bucket is found.When an empty
bucket is found, the flow ID is copied to

's field, and the quantity in the randomized counter is
added to 's field, where is
a random uniform hash function, the range of which is .
Lookup is performed using the same hash until either a match
or an empty bucket is found (the latter means “not exist”). It
is well known that the expected number of trials is less than

with open addressing, where is the number
of elements, and is the number of buckets. When the load
factor ( ) is 50%, the expected number of trials is
less than 2 [10].

B. Encoding
When a packet arrives from flow , our encoder computes

to obtain the indices of the corresponding word for in
memory ( ), and the bit positions within the word .
Using the index for a word ( ), the instruction reads a
-bit word from memory into the -bit register ( ), among
which -bits form the virtual vector for . From then on, all the
operations are run on until the instruction writes

into memory, where and instructions need
one memory block access. The positions of bits constituting the
vector on are determined by , where
. In particular, when and , all the bits in the
register are used by a virtual vector, so is not nec-
essary. A random number is generated by , which ranges
from 1 to . The encoder chooses a random bit of the virtual
vector on to set it to 1, and decrements (the total number
of 0's in the entire memory) by 1, but only if the bit is 0. To find
the number of packets in the vector, , the number of 0's in the
vector must be known, and returns
by examining the number of bits in . Using
the divide and conquer strategy, the number of steps for

for an -bit vector is only steps using AND, SHIFT,
and ADD instructions [9]. Considering that is between 8 and
32, it takes only 4 to 6 steps to find the number of 0's.
Linear counting works well until the number of 0's makes

up only 30% of a vector [12]. Thus, if the number of 0's in
the virtual vector remains less than 30% of the virtual vector,
it accumulates the estimated count ( ) to counter , and
resets some bits of the virtual vector so that the number of
0's in the vector is in proportion to the average number of 0's
over the entire memory ( ).

conducts this resetting by flipping the bits holding
1 in , where the number of bits to be flipped is

. Then, should be kept up to date by adding
the number of flips to calculate the average noise level, which
is used to determine whether the virtual vector should be reset
or not, and for calculating the number of packets counted by the
vector. Finally, the value in is written into the word in
the memory by the instruction.
Because the number of flows is large and some of the flows

are large in size, a virtual vector will be shared by some
flows. can be viewed as a random variable holding the
number of 0's over the entire memory. The total number of
distinct packets during a measurement period is estimated as

, since . For more
detail, refer to Appendix A in Whang et al. [12]. Therefore,
on average, one virtual vector has
packets that are contributed to by flows other than [23].
Because of this noise, the virtual vector should be reset to

instead of zero, which preserves the informa-
tion contributed by the small flows. Similarly, the number
of distinct packets in the virtual vector is .
Thus, the net number of distinct packets contributed by is

[23].
However, instead of directly following Yoon et al. [23], we

use a more precise estimation, because the intermediate results
are accumulated many times to a counter in the hash table. The
accumulation of many small errors in each intermediate esti-
mation might result in a large error. Let be an event where
the -th bit is 0, and let be its indicator random variable.
Then, the number of bits with 0 is . From
Appendix A in Whang et al. [12],

where is the probability of , and thus,
. Let and be the fraction of 0's in the entire

memory and in the virtual vector, respectively. By replacing
with our measurement , we obtain

and by taking the log

Thus, the estimation is

(2)
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Fig. 3. Encoding Algorithm.

Instead of using that is obtained by approxi-
mating , we are going to use (2) for
estimation. This reduces approximation error slightly, which
is important in RCC, because small approximation errors are
accumulated many times for large flows, which results in a large
estimation error. With CSE, this does not make a big difference,
because there is no repeated accumulation of estimated values.
To sum up, the estimation for is

(3)

When the vector is full of 1's, however, the formula cannot
be applied because is 0, which yields infinity for

. In this case, to calculate , we take advantage of the
coupon collector's problem, where the solution is

(4)

where is the Euler-Mascheroni constant.
Algorithm 1 in Fig. 3 summarizes this, where
is the function that locates the bucket for flow by hashing
with quadratic probing, and then increments the bucket by .
Here, can be computed in a register inside the CPU, which
removes memory access for updating as in CSE.

C. Decoding
The estimation of the given flow is very simple as shown in

Fig. 4. The count in the randomized counter and that in the hash
table for the flow are summed. However, if the virtual vector
is full of 1's, we estimate the count by the coupon collector's
problem instead of CSE. Therefore, the estimated flow size is
as follows: When ,

(5)

When ,

(6)

, the number of 0's in the virtual vector for , is obtained by
, and is a counting value for in the

Fig. 4. Decoding Algorithm.

hash table retrieved by calling . If exists in the
table, has an accumulated value; otherwise it is equal to zero.
For decoding, flow IDs in the hash table allow us to retrieve

the list of heavy uploaders/downloaders directly, whereas most
existing schemes do not support this functionality without the
addition of more memory for flow labels.

V. ESTIMATION ACCURACY

In this section, we analyze the accuracy of RCC in terms of
expected estimation accuracy and variance.
CSE is for counting distinct elements, but by randomizing the

destination address, we can obtain a flow measurement algo-
rithm, the behavior of which, with regard to mean and variance,
is the same as CSE. Thus, the accuracy analysis broadly follows
that found in Yoon et al. [23]. The difference comes from both
the smaller of RCC, compared to CSE, and the accumulation
of the small estimation results. Therefore, we examine the im-
plication of the two changes in terms of the mean and the vari-
ance of . Here, we note that we are going to use CSE and linear
counting's estimation, which does not give us an advantage in
the analysis, because our estimation in (3) is more accurate than
that of CSE shown in (1).
Theorem 1: Assuming that the hash table has enough space

to store overflown flows, , where is the total
number of packets held by the randomized counter, is the
total number of bits of the randomized counter, , the esti-
mation of by RCC is unbiased, and it satisfies

where is a random variable that has counts for a flow
estimated by CSE.

Proof: The proof is found in four cases: a small flow that is
not reset and a large flow that has been reset multiple times. For
each, expectation and variance of will be examined. If

and , then .
Let .
Case 1: First, let us see for a small flow. and

are from Yoon et al. [23].

(7)

When , . The second term
of is the approximation error, for which less is better.
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Because of the smaller of RCC, the approximation error for
is smaller. For ,

(8)

The second term of is the approximation error, which is

(9)

Because the maximum flow size that is countable by a virtual
vector is bounded by , the approximation
error of the largest flow size is proportional to .

(10)

Therefore, is smaller, which is better. Consequently, with
better approximation than CSE using a larger , we can obtain

. Hence,

(11)

which means the mean of is close to .
Case 2: Now, we consider the variance of for a small flow.

where variances of and are

is approximated by

Therefore, variance of is

(12)

In (12), the first term is the dominating factor, and the second
and the third terms can be ignored, because

in the second term is small when , and is
large compared with in the third term. Now, it is clear that the
smaller is, the less the variance of . In the case of a small
flow, it is certain from (12) that is smaller than

. For example, with for CSE, the first term
of is about 44,000, because is about 5.85 assuming

when the virtual vector is full of 1's. When
for RCC, however, it is only about 700. For small flows, the
following is satisfied:

(13)

We have proven the arguments on the expectation and the
variance of for a small flow. Now, let us see if the arguments
hold for a large flow.
Case 3: We show that for a large flow that causes a

reset, and is registered in the hash table, is unbiased.
for a small flow that has not overflowed is not biased according
to (11). Let be the reset number for a large flow. Because
has a uniform and random distribution, . Let
be the portion of the actual flow size at the moment of the
reset, and let be the estimation of . Thus, the actual flow
size .

(14)

The only difference between a case where the number is reset
and one where the counter has not overflowed is where the seg-
ment of the flow reset is counted on top of the average noise
level ( ). Therefore, we can say that only the ca-
pacity of the counter decreased somewhat in the resetting. Thus,
the analysis in (11) is still valid in the resetting, and therefore,

. Consequently,

(15)

which means is unbiased.
Case 4: Now, we show that for a large flow, is

always smaller than . For a better explanation of the
variance for large flows that are accumulated in the hash table,

is broken into pieces, , where is
an estimation incremented from the to the measure-
ment period that is calculated from (1). Let be the number of
0's at the measurement period in the virtual vector for
, and let be that in the entire memory during the same pe-

riod. , , and can be viewed as the indepen-
dent random variables as , , and . Therefore,

because and are the number
of 0's in the virtual vector of and the entire memory at the
measurement period, respectively,

and

Then,
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where , because there
is no packet at the beginning of a measurement period.
Thus, the summation of the broken pieces perfectly re-
covers . Because s are independent of each other,

.
Similarly, . Because each

segment is so small as to not be registered in the hash
table, we can apply (13), and therefore, if we compare
with , for . Thus,
we can also conclude for flows registered in the hash table that

This completes the proof.
In summary, the mean of our estimation results is approxi-

mately the same as the mean of the actual flow sizes, and the
variance in ours is always smaller than that of CSE, because of
the smaller virtual vector size .

VI. EXPERIMENT

In this section, we evaluate the performance of our algorithm
in terms of processing time and estimation accuracy, and com-
pare RCC with recently published schemes such as PMC [22]
and CSM [24]. A flow is defined as per-source IP, and the size
of a flow is the number of packets in the flow for presenta-
tion. We note here that a flow also can be defined as various
different types, such as per-source IPs, per-destination IPs, and
per-source/destination IP pairs.
A one-minute network traffic trace from the CAIDA

dataset [4] was used, which had 40.5 million packets where the
size is 43 GB from an OC-192 link (thus, Gbps) holding
264 K flows. The flow size ranged from 1 to 3,327,267 packets.
The traffic was collected at the Equinix Chicago data center
from 13:10-13:11 on the 21st of November, 2013. See Fig. 5 for
the traffic distribution of the dataset. The total memory allo-
cated for the measurements varied from 8 Mb ( MB) to
16 Mb ( MB). In each measurement period, 40.5 million
packets were processed. On an OC-192 link ( Gbps),
this amounts to a 30-second measurement period, and on an

Fig. 5. Traffic distribution of the CAIDA dataset. Each point represents the
number of flows that reach a certain size in packets.

OC-768 link ( Gbps), an eight-second measurement period
assuming an average packet size of 1,000 bytes and 100%
link utilization. The measurement period should be adjusted
considering memory available and the amount of data to be
processed, where the amount of data is dependent upon the
data rate.

A. Parameters

Parameters in RCC should be analyzed to achieve the best
accuracy given the memory constraints and encoding/decoding
speed. The number of bits, the confinement size, and the size
of the virtual vector for the randomized counter determine the
accuracy of the counter, and the number of entries in the hash
table and the size of each entry determine the size of the hash
table.
To make RCC applicable to old network processors, confine-

ment size was chosen as 32 bits, which gave us less accuracy
than when a large is chosen. Thus, the experiment result for
RCC in this section is conservative and can be improved by in-
creasing to 128 or more, which is shown in Fig. 13.
The maximum size of a flow in the randomized counter is

determined by . This maximum allowable
flow size for a virtual vector sets the threshold for a large flow,
and the number of flows larger than this threshold in the given
traffic decides the number of entries ( ) in the hash table.
Thus, given a typical traffic distribution on a site, it is possible
to choose the size of the hash table by adjusting as we decide
the other parameters according to the length of a measurement
period. In the experiment, between 8 to 32 was sufficient for
in RCC, and 16–34% of total flows were registered in the hash
table. denotes the number of pairs in the hash table, which
was set equal to 2, considering the load factor ( ) of
50%. Let us denote as the bit length of a counter ( ) in
the hash table, which sets the maximum allowable number of
packets in a flow to . We define a flow by its source IP
address, the length ( ) of which is 32 bits, and bits,
which can count up to packets (or 4 GB assuming
a packet is 1,000 bytes long) for each flow. Thus, in total,

bits (denoted as ) are allocated to the hash table.
Given the available amount of memory , the total memory for
the randomized counter is bits.
For PMC, we used parameters selected according to Lieven

and Scheuermann [22], and for CSM, the size of the virtual
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TABLE II
PARAMETERS FOR THE EXPERIMENT

TABLE III
NUMBER OF OPERATIONS PER PACKET FOR ENCODING

vector was chosen to be large enough to count the maximum
flow size ( ). The parameters are listed in Table II.

B. Processing Speed
The processing time was evaluated according to the amount

of time required for encoding and decoding. In general, it de-
pends on the number of memory accesses and hash function
evaluations. The numbers of each operation in each scheme are
summarized in Table III, where the number of clock cycles re-
quired is obtained by assuming an Intel's CRC-based hash func-
tion that requires less than 30 cycles/hash [7].
In terms of the number of memory accesses and hash

computations for encoding, PMC, CSM and MLM, which
require only one read/write and one hashing, are better than
the other algorithms [22], [24]. CB requires memory
accesses and hash computations, where represents
counter overflow. When the counter overflows, the second
layer should be updated, which requires another three
memory accesses and three hashes. MRSCBF, which has

hashes
and
probabilities for 9 filters, respectively, requires on average

and 4.47 hash computations.
RCC is comparable to CSM/MLM. It requires one memory

access and one hash computation for every packet. When RCC
should accumulate and reset a vector, one read (that is, one
54-bit memory block read to find the bucket and its counter), one
write and one hash computation are demanded additionally. The
reset occurs with a probability that is dependent upon , ,
and the input traffic distribution. According to our experiment,
about 6.6% (for a 32-bit virtual vector) to 21% (for an eight-bit
virtual vector) of the total packets caused the resetting, which
can be further reduced by increasing or , if necessary. The

TABLE IV
NUMBER OF OPERATIONS PER FLOW FOR DECODING, WHERE
FOR CSM/MLM IS THE VECTOR SIZE, FOR CB IS THE NUMBER OF TOTAL
FLOWS, AND FOR PMC, IS 32 TO 256 AND . MLE IS MAXIMUM

LIKELIHOOD ESTIMATION

average number of memory accesses is 1.07 ( ) to
1.21 ( ), and that of hash computations was 1.07 to
1.21. The fraction of total packets that found their slots in the
hash table in more than two hash computations was only 0.22%
and 0.23% for an eight-bit virtual vector and for a 32-bit vir-
tual vector, respectively. Only one packets out of 40.5 million
packets experienced the maximum number of hashes, which is
14 hashes for an eight-bit virtual vector.
The processing speed for decoding an individual flow was

evaluated with the same metrics as those used for encoding (see
Table IV). RCC needs to retrieve one counter from the hash table
and one virtual vector from the randomized counter. Thus, for
small flows, two hash computations and two memory reads (one
for reading a virtual vector and one for checking non-existence
of the flows in the hash table) are sufficient, but even for most of
large flows, two hash computations and two memory reads (one
for reading a virtual vector and one for fetching the accumulated
counter in the hash table) are sufficient. CSM/MLM needs at
least hash computations and memory accesses, where is
100 to 10,000. MLM uses maximum likelihood estimation for
counting values obtained from counters to improve accuracy,
but it requires a very high computational overhead for decoding.
The total number of memory accesses (or hash computations)
for MRSCBF with the nine filters is 49. However, this is only
for gathering intermediate data; extra processing for MLE or
mean value estimation (MVE) should be performed for the final
estimation. On the other hand, PMC is a hybrid algorithm that
has two different estimation algorithms, one for small flows and
one for large flows. In the best case scenario (estimating a small
flow), it uses hash computations and memory accesses to get
values from sketches, where our experiment. If
a flow is large, the number of hashes and memory accesses is
from 2 to , where is 32.
As can be seen in Table IV, RCC is significantly faster than

the other schemes in terms of decoding speed. Online decoding
will lead to the use of per-flow measurements as a new service
in areas such as real-time detection of heavy downloaders/up-
loaders, spammers and DoS attackers.
Finally, Fig. 6 shows a timing diagram when our algorithm

is executed on a system with multiple network processors. The
-axis shows the estimation of time in cycles to perform our

encoding algorithm for four cases. We estimated the required
number of cycles referring to [19]. In our encoding algorithm,
there is only one variable shared by multiple network proces-
sors, which is and it cannot be accessed concurrently by
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Fig. 6. RCC's timing diagram on a system with multiprocessors. L# denotes the line number of the Algorithm 1 in Fig. 3.

Fig. 7. Estimation result for PMC with 8 Mb ( MB) memory. Each point in (a), (b), and (c) stands for each flow, and the line is the reference line. To
see how accurate each algorithm is, check how close every point is to . (a) Estimation result in log scale shows the whole estimation range. (b) Estimation
in linear scale from 0 to 1 k. (c) Estimation in linear scale from 10 k to 50 k. (d) Standard errors calculated and experimented.

Fig. 8. Estimation result for CSM with 8 Mb ( MB) memory. Each point in (a), (b), and (c) stands for each flow, and the line is the reference line. To
see how accurate each algorithm is, check how close every point is to . (a) Estimation result in log scale shows the whole estimation range. (b) Estimation
in linear scale from 0 to 1 k. (c) Estimation in linear scale from 10 k to 50 k. (d) Standard errors calculated and experimented.

multiple network processors. Therefore, a processor cannot
modify the variable before another processor completes a
read/write interval. To examine more specifically the behavior
of our encoding algorithm, we divided our algorithm into four
segments: two read/write segments (pattern-filled: line 6 and
lines 9–14), and the remaining segments (solid gray: lines 1–4,
lines 7–8, line 15, and lines 16–17) that do not have any

read/write instruction. Line 6 requires one instruction for
decrement, and lines 9–14 require one logarithm calculation
and several write operations. The solid gray segment needs
one hash, one random number generation, and one memory
read/write operation. There are four cases in which a packet
is processed according to how is updated. The first case is
when is not updated. The second case is when is updated
by the first “if-statement” (line 4). The third case is when the
variable is modified by the second “if” (line 8). The last case is
when is updated by both “if-statement”. Here, a pattern-filled
segment cannot be executed concurrently by multiple network

processors, but it must be exclusively run by only one pro-
cessor. This is shown in Fig. 6, where “stalled” phases are for
exclusive running of the code segment.

C. Estimation Accuracy

In this section, we present the experiment results on the accu-
racy of the three algorithms (RCC, CSM, PMC). The accuracy
was analyzed using two measures: flow size estimation and
standard error ( ).
Figs. 7–9 show experiment results for of each algorithm

using 8 Mb memory, and Figs. 10–12 show accuracy using
16 Mb memory. In each figure, the left figure is the whole range
view of the estimation accuracy in log scale, the second shows
the estimation results ranging from 0 to 1,000, and the third
shows from 10 K to 50 K in linear scale. The -axis represents
the actual flow size ( ), and the -axis represents the estimated
flow size ( ). Each point represents one flow, and if a point for
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Fig. 9. Estimation result for RCC with 8 Mb ( MB) memory. Each point in (a), (b), and (c) stands for each flow, and the line is the reference line.
To see how accurate each algorithm is, check how close every point is to . RCC has the top 43,000 source IP addresses in 8 Mb, whereas the others do not
have. (a) Estimation result in log scale shows the whole estimation range. (b) Estimation in linear scale from 0 to 1 k. (c) Estimation in linear scale from 10 k to
50 k. (d) Standard errors calculated and experimented.

Fig. 10. Estimation result for PMC with 16 Mb ( MB) memory. Each point in (a), (b), and (c) stands for each flow, and the line is the reference line. To
see how accurate each algorithm is, check how close every point is to . (a) Estimation result in log scale shows the whole estimation range. (b) Estimation
in linear scale from 0 to 1 k. (c) Estimation in linear scale from 10 k to 50 k. (d) Standard errors calculated and experimented.

Fig. 11. Estimation result for CSM with 16 Mb ( MB) memory. Each point in (a), (b), and (c) stands for each flow, and the line is the reference line. To
see how accurate each algorithm is, check how close every point is to . (a) Estimation result in log scale shows the whole estimation range. (b) Estimation
in linear scale from 0 to 1 k. (c) Estimation in linear scale from 10 k to 50 k. (d) Standard errors calculated and experimented.

Fig. 12. Estimation result for RCC with 16 Mb ( MB) memory. Each point in (a), (b), and (c) stands for each flow, and the line is the reference line.
To see how accurate each algorithm is, check how close every point is to . RCC has the top 96,000 source IP addresses in 16 Mb, whereas the others do not
have. (a) Estimation result in log scale shows the whole estimation range. (b) Estimation in linear scale from 0 to 1 k. (c) Estimation in linear scale from 10 k to
50 k. (d) Standard errors calculated and experimented.

a flow is exactly on the reference line , the estimation is
precise. If a point is under the line, it is an under-estimation;
otherwise, it is an over-estimation. The rightmost figure depicts

. Obviously, the more memory an estimator uses,
the higher its accuracy.

With 8 Mb of memory, CSM does not work for small flows
with sizes (in packets) than 1,000, as shown in Fig. 8(b), and
PMC works barely, as shown in Fig. 7(b), whereas RCC works
well, as shown in Fig. 9(b). Comparing Figs. 7(c), 8(c) and
9(c), RCC is the best of all, while PMC does not work well.
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Fig. 13. Estimation result with 8 Mb ( MB) memory according to the confinement size. Each point (in cross) stands for each flow, and the line is the
reference line. Both axes are in log scale. To see how accurate each algorithm is, check how close every point is to . All have the same virtual vector size
(32 bits). RCC NC means that no-confinement was applied. Confining a virtual vector in a larger block results in better estimation. (a) Confinement size .
(b) Confinement size . (c) No confinement. (d) Standard errors of (a)–(c).

Figs. 7(d) and 8(d) show that the standard error of RCC is sig-
nificantly lower than the others, which means RCC's estimation
is always tighter than those of CSM and PMC. Figs. 9(d) and
12(d) confirm that calculated standard errors match the experi-
ment results.
With 16 Mb of memory, PMC's estimation for small flows

is better than that of CSM, which is yet not meaningful (See
Figs. 10(b) and 11(b)). For large flows ( ), the esti-
mation of CSM is more accurate than that of PMC as shown
in Figs. 10(c) and 11(c). However, RCC is better than PMC
for small flows, and also better than CSM for large flows (See
Figs. 10(b), 11(c) and 12(b)(c)). Figs. 11(d) and 10(d) show that
standard errors of CSM and PMC are larger than RCC.
More interestingly, PMC and CSM with 16 Mb (Figs. 11 and

10) is outperformed by RCC with 8 Mb (Fig. 9).
In summary, PMC is better than CSM in small ranges, but

CSM is better than PMC in large ranges. RCC surpassed CSM
and PMC in terms of standard error and estimation accuracy
over all flow sizes and over all memory sizes.
In Fig. 13, we show the relationship between the size of

confinement and estimation accuracy. RCC uses a very small
memory block (or virtual vector) size, ranging between 8 and
32 depending on the available memory. For example, with
8 Mb memory, RCC used 32-bit virtual vector, and with 16 Mb
memory, eight-bit. Each bit of a virtual vector is randomly
chosen from a memory block of confinement size . With a
larger confinement size, RCC's estimation is more accurate,
and it is the best without confinement (or ) as shown
in Fig. 13. However, RCC with a large such as 512 is almost
as accurate as RCC without confinement, which is shown in
Fig. 13(b) and (c). Depending on the architecture of the net-
work processor, the confinement size might vary. Considering
that modern network processors have very wide busses [8],
our evaluation with RCC having is conservative, and
thus, RCC's accuracy will be enhanced more with a larger
confinement size.
Most of recent traffic measurement algorithms, such as CSM

and PMC, have used the skewed distribution (or long-tail dis-
tribution), and RCC takes advantage of it more aggressively by
adopting two structures. Thus, the performance of RCC might
degrade more severely than others when the long-tail distribu-
tion disappears. For example, if the number of flows registered
in the hash table exceeds a certain limit, encoding and decoding
speed become slow, or the hash table might be overflown. In

these cases, we can simply restart a new measurement period
before they happen, which causes a shorter measurement pe-
riod. Considering that current traffic has the long-tail distribu-
tion, RCC works well, but it will be a good research topic to
devise a new data structure for the accumulator.

VII. CONCLUSION
We introduced a per-flow measurement algorithm called the

recyclable counter with confinement. There are two ideas be-
hind the design of the scheme: recycling a memory block by
resetting for memory constraint, and confinement of virtual vec-
tors to one word for speed constraint. Consequently, RCC out-
performs previously proposed algorithms. Furthermore, there is
the built-in data structure that holds flow labels and their sizes,
so it is easy to retrieve the list of large flows directly from
the table. The label retrieval together with the online decoding
ability of our scheme will lead to per-flow measurements being
used in new real-time services. Finally, we leave the investiga-
tion of a better data structure and algorithm for the hash table
for future work.
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