
To quantify the effect of E, on the code’s performance in a 
noisy channel, the symbol error rate (SER) of the decoded stream 
is plotted against the channel’s bit error rate (BER) or crossover 
probability, p ,  as shown in Fig. 2. For comparison, the source 
was also encoded using a Huffman code. The performance of the 
randomly-assigned Tunstall code is marginally better than that of 
the Huffman code. This was expected because Tunstall coding 
does not suffer from loss of synchronisation of the codewords. 
When the Tunstall code is optimised, its error performance 
approaches that of the uncompressed stream. Note, however, that 
Tunstall coding pays a penalty in code rate; while the Huffman 
algorithm achieves a code rate of 1.526 (a coding efficiency of 
97.7%), the Tunstall algorithm has a code rate of 1.302 (an effi- 
ciency of 83.3%) when 8 bit codewords are used. It is possible to 
improve the compression of the Tunstall algorithm by using 
longer codewords; while this would not adversely affect either the 
compression or decompression speed, it would considerably 
increase the memory requirements. Also, any algorithm for mini- 
mising E, would become significantly slower due to the increased 
search space. 

Table 1: Comparison of assignment algorithms 

Algorithm Error span 
Random 2.575 

Conclusions: The algorithms which obtain the best E, for a Tun- 
stall code tend to be very resource intensive. The fast algorithms, 
while performing significantly better than random assignment, are 
much less effective at reducing E,. In practice, the simple algo- 
rithms are the only algorithms that can be used in adaptive com- 
pression, and in any other case where the source statistics is not 
fvted. In certain cases, however, an approximation to the actual 
source statistics is known, and the complexity of the codeword 
assignment algorithm is of no consequence. This makes it feasible 
to seek the best error performance possible. 

By increasing the costs of insertion and deletion errors, a code 
can be designed which trades off substitutional error performance 
for better synchronisation. This may be useful in image compres- 
sion and similar applications, where insertion and deletion are typ- 
ically more visible than substitution errors. 

Techniques for further improving the error performance of 
Tunstall codes, by combining an appropriate error correction 
scheme with the Tunstall code, are actively being pursued. 

Sequential 
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Symmetric identity-proving protocol for 
smart cards 

Tabu search 

DaeHun Nyang and JooSeok Song 

The concept of a signed subgroup generator is introduced and an 
interactive proof-based identification and signature scheme is 
proposed. The scheme is symmetric in the sense that the same 
computational complexity and hardware for both the prover and 
verifier are required. It also requires a minimal level of 
computation and communications for secret information. 

1.555 

Introduction: In a computerised communications system, it is nec- 
essary to provide an adequate method by which communicators 
can identify themselves to each other in an unforgeable manner. 
The zero-knowledge interactive proof [l - 31 has played an impor- 
tant role in identification schemes. Here we propose the concept of 
a ‘signed subgroup generator’ and design a new interactive proof- 
based identification scheme and digital signature. The scheme is 
suitable for smart cards as it requires only one secret number and 
one accreditation to complete the interactive proof. In the pro- 
posed protocol setting, the prover and verifier have the same com- 
putational complexity and hardware design, which is useful for 
mutual identification. Our scheme can be easily modified to serve 
as a key exchange protocol. 

IdentiJcution scheme using signed subgroup generator: The pro- 
posed interactive protocol is a proof of knowledge of a predicate 
P(s, x) = [s’ = g mod pq],  where gcd(x, Mpq)) = 1, and g is a gen- 
erator of a sufficiently large subgroup of ZlnZ (h is the Car- 
michael function). In the protocol, a trusted centre signs ‘g’ with a 
private key corresponding to the public key which is certified by a 
trusted centre. Thus, each user keeps ‘the signed g’ as its secret 
information, but does not know the private key with which g is 
signed. As in other identification schemes, the proposed protocol 
comprises two steps. The first is the smart card issuing step, and 
the second is the interactive proof. A trusted centre randomly 
chooses two large primes, p and q. The two primes are kept 
securely by the trusted centre. We assume that n = pq is a 768 bit 
or 1024 bit public number, and the factorisation of n is still unfea- 
sible. Another public value g is also chosen by the trusted centre. g 
is a generator of a sufficiently large subgroup of ZhZ. It should 
be selected by the trusted centre to satisfy gk = 1 mod n, where k is 
the order of g mod n. k must not be smooth and must be large 
enough (160 bits) to be strong against attacks such as the baby- 
step giant-step and index calculus attacks. The trusted centre pub- 
lishes (n = pq, g) in the public directory. The modulus n and the 
subgroup generator g will be shared among a group of users. 
When an eligible user applies for a smart card, the trusted centre 
issues a string I which contains information about the user and the 
card. The trusted centre then performs the following steps to com- 
pute the secret information si and a public key vi for user i. 
(i) For a user i who requests the secret value of a trusted centre, 
the trusted centre chooses vi, where vi is prime and gcd(vi, A@)) = 1. 
(ii) The centre computes s, = g””i mod n. si can be easily obtained 
by computing gdi  mod n where vi di = 1 mod @ (n). 
(iii) The centre generates a signature S = signature(Z, vi), and the 
certificate C(user i) = (Z, vi, S). 
(iv) A smart card containing the user’s certificate is issued. 

Here, the certificate can be generated by a trusted centre using 
any well-known signature schemes or the proposed signature 
scheme. A Rabin-like digital signature scheme or low encryption 
exponent RSA can be used for a faster certificate verification [4]. 
They require only a few multiplications in the verification step. 
After the preparatory steps, the prover has a secret number si and 
can prove its identity to the verifier as follows: 
(i) The prover sends its certificate Cbrover) to the verifier. 
(ii) The verifier checks the prover’s certificate Cbrover) = (I, vi, s). 
(iii) The prover picks a random number r E ( 2 ,  ..., n - 1) and 
sends x = rvi mod n as a test to the verifier. 
(iv) The verifier sends a random number e E { 1, ..., 2‘) as a ques- 
tion to the prover, where 2‘ < vi. The size of 2‘ represents a com- 
promise between speed and security. 
(v) The prover sends to the verifer as a witness: y = rs,’ mod n. 
(vi) The verifer checks that x = yYige  mod n and accepts the proof 
as valid only when the above result is correct. 
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The above interactive proof requires only one security number 
and one accreditation for the proof of identity, but still provides a 
security level of 2-‘. To reduce the number of bits communicated, 
the prover sends only the first t bits of a hash function h(x)  to the 
verifier in step (iii), and compares h(x) with the first t bits of y ’ t g e  
mod n. Thus, the total number of communication bits is 2t + logn. 
The protocol requires an inverse operation to compute ge mod n, 
but the computation is already in the preprocessing stage. Even 
though an attacker records a polynomial number of proofs, she 
cannot increase the probability of cheating, i.e. the protocol is his- 
tory-independent on a polynomial number of proofs of identity. 
Using an interactive proof-based identification scheme and a hash 
function, a secure digital signature scheme under the random ora- 
cle model can be constructed [l]. Changing the identification 
scheme to a signature scheme, we replace the verifer’s role by the 
hash function h. 

CQ 
Ong-Schnorr* 

Proposedscheme’ 

Completeness and soundness proofs: For the validity and security 
of the proposed interactive proof, the completeness and soundness 
of the protocol should be considered. In this Section, we give for- 
mal proofs of the protocol. 

36(1.5t) 72(3f) 3 + 3 + 6 4  
3 + 3 + 64 

36(1.5t) 36(1.5t) 3 + 3 + 6 4  
35(t(k + 2)/2 - I) 37(t(k + 2)/2 + 1 )  

Theorem I (Completeness): If the prover and verifier follow the 
protocol, the verifier always accepts the prover’s proof of identity. 

Proof of theorem I :  By definition y” ige  = (rsP)”ig* = rvi(s,yi>’ge = 

The soundness proof that the cheating probability of a dishon- 
ryigeg-e rt’i x mod n. 0 

est prover cannot be increased to 2-‘ is similar to that in [2]. 

Theorem 2 (Soundness): We assume that the prover does not know 
the s, and cannot compute in polynomial time the v,th root. If the 
verifier follows the protocol, she will accept the proof as valid 
with probability bounded by 2-I. 

Proof of theorem 2: To increase the probability of cheating, the 
prover must choose x in such a way that she can compute the v, th 
roots y‘ and y“ of xge mod n for the two questions e’ and e”. 
However, the following procedure reveals s, and contradicts the 
assumption that the v, th root cannot be computed in polynomial 
time without knowing s,: 
(i) For two questions e’ and eN, choose Bezout coefficients m and 
k such that v, m + (e‘ - e”) k = f l .  The Bezout coefficients m and k 
always exist, because gcd(v,, e‘ - e”) = 1. 
(ii) Compute the following and output: 

= s8 mod n 
If the question e is predicted by the prover, she can deceive the 

verifier by guessing e such that vi divides r + e and sending x = g 
mod n and y = f l e ) I v i  mod n. The verifier will accept the proof of 
knowledge, because 

However, the probability of this event is 2-‘, and for a suffi- 
ciently large t ,  it is almost impossible to guess a question e. There 
is a tradeoff between speed and security. If a security parameter t 
is large, the speed drops. In the protocol, ( x  = Y”’ mod n) is a ran- 
dom number, and y is masked by a random number r which can- 
not be computed by a verifier who does not know the 
factorisation. Thus, all the messages from the prover to the verifier 
do not reveal any information about the prover’s secret, si. 

Why is v, a prime number?: We will show that the probability of 
cheating may be > 2-l, unless v, is a prime. For this, we assume 
that v, is not a prime. Suppose there is a dishonest prover i, who 
has (s,, v,) such that s,“~ = g mod n pretends to be prover j .  If 
gcd(v,, VJ) # 1 such as v, = la, v, = lb and b < 2‘, then she can pre- 
tend to be prover j with a probability b-’ > 2-‘ by guessing e such 
that b divides e + r, and sending x = g mod n and y = s , ( “ + ‘ ) ~ / ~  
mod n. Indeed 

F gT F x mod n 

Thus, a dishonest prover i can cheat a verifier with a probability 
greater than 2-I. However, if vi is a prime, this cannot happen. 

Consideration of common modulus: The protocol in this Letter uses 
the same security assumption as that of the RSA scheme. That is, 
finding the vth root in ZlnZ is as difficult as the factorisation. 
Simmons has shown that the protocol using common a modulus 
in the RSA scheme fails as a privacy channel if a message is 
encrypted and sent to two or more receivers [5]. In that case, an 
outsider (not a subscriberhser) using only the public key could 
decrypt the ciphertext with an unacceptably high probability. 
Also, De Laurentis has shown that the common modulus protocol 
is even more vulnerable to attack by insiders (subscriberhser) who 
can break the cryptosystem by using either a probabilistic or a 
deterministic method [6]. Knowledge of a single encryptioni 
decryption pair is equivalent to factoring the modulus n probabil- 
istically, and enables a subscriber to find other users’ secret keys 
deterministically. Thus, a protocol using the RSA scheme should 
not use a common modulus. There are two security aspects to be 
considered in the proposed scheme. One is whether a subscriber (a 
legal prover) can find d, from gl/”i = $I mod n and vi. If she finds 
d,, she can easily factor n by [6]. To determine d, only from 6 
mod n, she should solve a discrete logarithm problem. In fact, 
most sub-exponential algorithms for solving the discrete logarithm 
problem assume a fmite field Fp or a Galois field G W ) .  The 
order of g mod p or g mod p“ is known a priori in these fields, 
whereas the order of g mod n is not known. Thus, these algo- 
rithms are not applicable to find di only.from 6 in ZlnZ. More- 
over, it is equivalent to breaking the RSA digital signature scheme 
to find d, from $I mod n and vi. The other aspect to be considered 
is whether a subscriber can compute another subscriber’s secret 
information glIvi mod n from its secret glivi mod n, where vi and vj 
are primes. Unless vi = avj (a = 1, 2, ...), g”9 mod n cannot be 
computed with gliVi without knowledge of the factorisation [7]. 

Performance evaluation: In the identification protocol and the sig- 
nature scheme, pre-computations can reduce the verifier’s burden 
as well as the prover’s. The prover can pre-compute x = rvi mod n 
in its idle time, and the verifier can prepare g-‘ mod n in advance. 
When the protocol starts, the only multiplications the prover need 
perform are s: mod n. Similarly, it is sufficient for the verifier to 
compute y”i mod n and check the validity of the proof. This pre- 
computation involves half of the verifier’s computation. 

Table 1: Comparison with other identification schemes 

Fiat-Shamir I 18(t(k + 2)/2) I 18(@ + 2)/2) I 12 + 3 + 256 
Schnorr* I 1 I 216(1.51 + 0.25t) I 3 + 3 + 17.5 

* requires certificate verification phase 

Comparisons with other schemes in terms of the number of 
multiplications and the amount of required storage are shown in 
Table 1. Pre-computations are considered. We assume that the 
identification schemes provide a security level of TZ4. The Rabin- 
like digital signature scheme and the low encryption exponent 
RSA adds only a couple of multiplications in the certificate verifi- 
cation step [4]. We assume that the square and multiply algorithm 
is used to exponentiate a number. In Table 1, t represents the 
security level and 1 the number of bits of q in Schnorr’s scheme. k 
is the number of the prover’s secrets, which is proportional to the 
amount of communication. When the proposed scheme is switched 
to the digital signature scheme ( t  = 72), it requires only 14% of the 
number of multiplications required by the RSA scheme during the 
signature generation process. In the verification phase 50% of the 
multiplications required for Schnorr’s and Guillous and Quis- 
quater’s schemes are required. 

Conclusion: We have proposed a new interactive proof-based iden- 
tification scheme and a digital signature. The scheme is very effi- 
cient both in terms of verification and proving steps owing to the 
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precomputable protocol structure. This makes it much more 
appropriate for smart cards and provides computational symm- 
etricity. The proposed identification protocol can also be easily 
extended to a key exchange protocol. 
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74GHz dynamic frequency divider using 
InAIAs/lnGaAs/lnP HEMTs 

K. Mura ta  a n d  Y. Yamane 

A 74GHz dynamic frequency divider integrated circuit (IC) that 
uses 0 . 1 ~  InAlAs/InGaAs/InP HEMTs is reported. A digital 
dynamic T-type flip-flop circuit was adopted to achieve a wide 
operating frequency range. The IC covers most of the V-band 
millimetre-wave frequency range, and is faster than any digital 
dynamic frequency divider reported to date. 

Introduction: High-speed frequency dividers are key components in 
measurement instruments, optical fibre communication systems, 
and microwave and millimetre-wave communication systems. Cir- 
cuit operation in the millimetre-wave frequency range is normally 
achieved by using analogue-type frequency dividers such as the 
regenerative frequency divider [ 11 and the injection-locked push- 
pull oscillator-type frequency divider [2]. However, the operating 
bandwidths of these frequency dividers are relatively narrow (sev- 
eral gigahertz). Digital dynamic frequency dividers based on a 
clocked inverter type T-type flip-flop circuit (T-FF) yield a wide 
operating range but fail to equal the high operation frequency of 
analogue type frequency dividers. For example, the highest fre- 
quencies of operation offered by digital-type dynamic frequency 
dividers are 63GHz using InAlAs/InGaAs/InP HEMTs [3] and 
55GHz using AlGaAsbnGaAs HEMTs [4]. In this Letter we 
describe a digital dynamic frequency divider integrated circuit (IC) 
that uses 0 . 1 ~  InAlAs/InGaAs/InP HEMTs. The IC simultane- 
ously realises high-frequency operation (74 GHz) comparable to 
that of the analogue frequency divider [l,  21, and has a wide band- 
width operating region which almost covers the entire V-band mil- 
limetre-wave frequency range. 

Circuit design: Fig. l a  shows the block diagram of the dynamic 
frequency divider IC. The circuit is based on SCFL (source-cou- 
pled FET logic) series-gated circuitry. The IC consists of a 
dynamic T-FF, an output buffer and an open-drain type output 

driver. The IC has a single-ended signal input, and differential 
outputs that can be directly connected to an SCFL interface [5]. 

4 
a 

input level shifter clocked inverter type T-FF 

CK 

b 

Fig. 1 Circuit diagrams 
a Frequency divider IC 
b Dynamic T-FF 

Impedance-matched on-chip 67Q termination resistors are con- 
nected to the output terminals. Fig. l b  shows the circuit diagram 
of the core T-FF. It consists of an input-passive R F  level shifter 
composed of a capacitively coupled resistive divider (the parallel 
resistance value was set to be impedance-matched 50Q), and a 
clocked inverter type dynamic T-FF [6]. The dynamic T-FF has 
two-level series-gated circuitry, and consists of cascaded two-stage 
differential inverters, the operating currents of which are control- 
led by the input clock signal. The operating speed of the T-FF is 
determined by the gate delay time of the upper-level differential 
amplifiers, which include the source follower stages [4, 61. The fol- 
lowing three points are taken into account in the present circuit 
design to shorten the delay time. (i) The input level of the FET of 
the upper-level differential amplifiers is set to a deeply inverse 
bias-level in order to reduce the gate-drain capacitance. (a) The 
circuit operating bias point of the upper-level differential amplifi- 
ers is optimised so as to achieve the highest f r  value by adjusting 
the FET gate width. The gate width of the upper-level differential 
amplifiers is 20% smaller than that of the lower-level devices. (iii) 
The value of the load resistances is optimised so as to minimise 
the propagation delay time while maintaining the operating fre- 
quency range in the V-band. The supply voltage is -5.2V. The 
chip size of the IC is 2mm x 2mm. 

15 , , , ,  I I , , , , .  I 

-15 1 1 
-20 - 
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181.21 
Fig. 2 Measured sensitivity characteristic 
(i) self-oscillation frequency 

Fabrication and experimental results: The IC was fabricated using 
0.1 pm InAlAs/InGaAs/InP HEMTs [7, 81. The average threshold 
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