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Anonymity-Based Authenticated Key Agreement
with Full Binding Property

Jung Yeon Hwang, Sungwook Eom, Ku-Young Chang, Pil Joong Lee, and DaecHun Nyang

Abstract: In this paper, we consider some aspects of binding prop-
erties that bind an anonymous user with messages. According to
whether all the messages or some part of the messages are bound
with an anonymous user, the protocol is said to satisfy the fi/l bind-
ing property or the partial binding property, respectively. We pro-
pose methods to combine binding properties and anonymity-based
authenticated key agreement protocols. Our protocol with the full
binding property guarantees that while no participant’s identity is
revealed, a participant completes a key agreement protocol con-
firming that all the received messages came from the other partici-
pant. Our main idea is to use an anonymous signature scheme with
a signer-controlled yet partially enforced linkability. Our protocols
can be modified to provide additional properties, such as revocable
anonymity. We formally prove that the constructed protocols are
secure.

Index Terms: Anonymity, authentication, full binding property, key
agreement, session hijacking, session turnover.

I. INTRODUCTION

RIVACY enhancing technologies such as group signature
schemes and direct anonymous attestation (DAA) are play-
ing an important role in the anonymous service structure; how-
ever, considering that today’s web-oriented service structures re-
quire confidential sessions to facilitate the communication, it is
sufficient to rely soley on anonymous signatures. Therefore, it is
necessary to have an anonymity-based key agreement protocol
using those primitives.
An effective way to achieve a secure session establishment
is to use a key agreement (KA) protocol with an identity. A
protocol achieving key agreement and authentication is called
an authenticated key agreement (AKA) protocol and it can be
used to establish a secure session [1], [2]. In practice, Kerberos
[3], secure socket layer (SSL) [4], and X.509—an authentica-
tion framework [5]—have been used for user identification and
key agreement. An agreed key via AKA is used not only for
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confidentiality and message integrity, but also for binding com-
munication messages with the identity.

Recently, Walker et al. have proposed an anonymous au-
thenticated key exchange protocol with DAA [6] called DAA-
SIGMA. They showed a formal security proof using the Canetti-
Krawcyzk model, and the protocol can be used as a way to es-
tablish an anonymous confidential session. Also, by applying a
group signature instead of a normal signature to an AKA proto-
col, one can easily obtain an anonymous AKA protocol. Though
DAA-SIGMA and group signature-based AKA protocols are
enough when a verifier does not mind each individual user’s be-
havior, but it is interested only in the group behavior. It is also
desirable if the verifier is able to be sure that a user who has
been authenticated is the same user who has just sent a message
during the established session. In that sense, DAA-SIGMA and
group signature-based AKA protocols are not strong enough.

Assume, as is the case with AKA, that an anonymous authen-
tication protocol is dependent upon a session key established
during the authentication for binding each message with a user.
Then a user may transfer his/her session key to another user,
but the verifier cannot recognize it. Consequently, a user is able
to turn over its session to another user while the verifier is not
aware. For example, while a user wants to remain anonymous
after authentication, he/she might also want the verifier to main-
tain his/her rewarding points. However, the misbinding might
disturb the verifier’s record of rewarding points, or a verifier
might want to record an individual user’s misbehavior while
not knowing the user’s identity sothat a verifier could block the
misbehaving user later. Thus, the misbinding might cause some
confusion in the verifier’s record of misbehaviors. The reward-
ing/penalty system needs to singulate an anonymous user while
not being aware of the user’s identity. Unlike with anonymous
AKA, session turnover may not be critical in AKA, by using a
normal signature scheme, an individual user is clearly known to
a verifier, thus, he/she does not have much motivation to turn
over the session by transferring the session key. On the other
hand, in an anonymous authenticated key agreement protocol,
anonymous users cannot be singulated among group members,
thus an anonymous user is likely to abuse the misbinding when
it is possible.

Singulating a user correctly is important not only to prevent a
session turnover but also to prevent a session hijacking caused
from a stolen session key. Assume that a user was watching a
video content from a server anonymously, and changed his de-
vice to continue to watch the video at home on a large screen.
While changing the devices, his session key was stolen. Then,
neither a server nor a user could recognize this session hijack-
ing. This type of hijacking from a stolen session key is always
possible considering that a session key resides in RAM that is
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not secure at all, while a long-term key is stored in a secured
area such as a tamper-proof-module.

For example, we can imagine an anonymous content stream-
ing service that allows device roaming. In the service, digital
contents such as video and music are provided anonymously.
The service provider does not want subscribers to share their
services with non-subscribers by any means such as session
turnover or session hijacking. It does want to singulate a sub-
scriber anonymously to manage his/her service history. Mean-
while, a subscriber of the service wants to get the streaming ser-
vice on any of his/her devices, which requires a device roaming
capability while blocking session hijacking. Our anonymous au-
thenticated key agreement (AAKA) protocol fits quite well into
these purposes.

In this paper, we consider aspects of binding properties that
bind an anonymous user with messages. According to whether
all the messages or some part of the messages are bound with
an anonymous user, the protocol is said to satisfy the full bind-
ing property or the partial binding property, respectively. We
propose methods to combine binding properties and anonymity-
based authenticated key agreement protocols. Our full binding
property protocol guarantees that while no participant’s iden-
tity is revealed, a participant completes a key agreement pro-
tocol confirming that all the received messages came from the
other participant. Our main idea is to use an anonymous signa-
ture scheme with a signer-controlled yet partially enforced link-
ability. We formally prove that the constructed protocols are se-
cure. Because dependency on a session key has been eliminated,
our protocols can resolve the session turnover and the session
hijacking effectively.

Finally, we present AAKA protocols with a relaxed binding
property. Here not all of the outgoing messages-but only the
messages that might be necessary for singulation of the anony-
mous user later-are anonymously signed with DAA. These pro-
tocols are advantageous in terms of computational overhead be-
cause some messages can be authenticated by message authen-
tication code (MAC), which may be more efficiently computed
than DAA. Our protocols can be modified to achieve additional
properties such as revocable anonymity or unilateral anonymity.

Related works. In order to deal with anonymity-based authen-
tication, various anonymous digital signature schemes such as
group signatures [7], DAA [8], and anonymous credentials [9]
have been proposed. These schemes mainly focus on how to
control two basic privacy properties, unlinkability on signatures
and anonymity on signer identity.

The notion of a group signature was first introduced in [7]. It
allows a member of a group to sign a message anonymously on
behalf of the group without revealing a user’s identity to unau-
thorized entities. However, it provides revocable anonymity, that
is, a signer can be identified by a trusted opener. Formal defini-
tions and security properties for a group signature are well pre-
sented for both of static and dynamic groups [10], [11]. A num-
ber of group signature schemes have been constructed from var-
ious mathematical assumptions [12], [8], [13]. Recently, Hwang
et al. proposed a short group signature scheme that provides the
revocable anonymity and controllable linkability for dynamic
membership. Controllable linkability enables an entity that pos-
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sesses a special linking key to check whether two signatures are
generated by the same signer or not [ 14]. Direct anonymous at-
testation (DAA) was first introduced in order to provide the re-
mote anonymous authentication of a trusted platform module
(TPM) [8]. In a DAA scheme, no trusted opener exists, and
thus any signer’s identity is not revealed from a DAA signature.
Since the initial construction of DAA in [8], many improvement
methods have been proposed in the aspect of privacy and per-
formance [15]. Recently several groups of researchers have con-
structed pairing-based DA A schemes to achieve better efficiency
such as a reduction of TPM resources or an increase in flexibil-
ity with asymmetric pairings [ 16]-[18]. Since the two-party key
agreement protocol proposed by Diffie and Hellman [19], many
AKA protocols combined with various authentication have been
suggested. However, in contrast to ordinary AKA protocols in
which participants can be identified [20], [21], AAKA protocols
have not been well studied formally, and only a few of secure
AAKA protocols have been constructed. Leung ef al. introduced
an anonymous AKA protocol using DAA without considering
a binding property [22]. Cesena et al. proposed an anonymous
AKA protocol to protect sharing credentials [23]. Chen et al.
proposed an AAKA protocol for mobile embedded devices [24].
Walker and Li proposed a formal security model for an anony-
mous AKA protocol to treat the security against so-called mis-
binding attacks [6].

Organization. The rest of this paper is organized as follows:
In Section II, we review some preliminaries for our construc-
tion; in Section III, we present a security model for an AAKA
protocol and binding properties; in Section IV, we propose vari-
ous AAKA protocols with the binding properties and prove their
security; and finally, we conclude in Section V.

II. PRELIMINARIES
A. Computational Assumptions

Let G be a cyclic group of order g and g a random generator
of G where ¢ is a large prime number.

Decisional Diffie-Hellman (DDH) Problem. A DDH algo-
rithm A for G is a probabilistic polynomial time (PPT) algo-
rithm satisfying, for some fixed @ > 0 and sufficiently large
n: |Pr[A(p,g,9% 9" 9") = 1] — Pr[A(p,g,9° 9", ¢°) =
1] ’ > 1/n®, where a, b, and ¢ are selected from Zy, uniformly
at random. We say that G satisfies the DDH assumption if there
is no DDH algorithm for G.

B. Cryptographic Primitives

Message authentication code (MAC). An MAC consists of two
algorithms: MAC-Gen and MAC-Vrfy. The algorithms are as-
sociated to key space K, which is typically defined by {0, 1}".
MAC-Gen takes as input a message m and a key s € K to
generate a MAC-tag tag. MAC-Vrfy takes as input a mes-
sage m, a MAC-tag tag and a key s, and verifies the MAC-
tag. We say that a MAC scheme is (¢, €)-secure if, for any
PPT adversary A running in time at most ¢, we have Pr [s —

K; (M, tag) « AMAC() . MAC-Vrfy(M,tag) = 1,M ¢
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M] < ¢, where M is the set of messages that A4 submitted to
its oracle M AC,(-).

Pseudorandom function. Let F': {0,1}* x {0,1}* — {0,1}*
be an efficient, length-preserving, keyed function. We say that
F' is a pseudorandom function if for all PPT distinguishers
D, there exists fixed o > 0 for sufficiently large n such that:
| Pr [DFO)(17) = 1] — Pr [DFO)(1") = 1]| < 1/n®, where
k € {0,1}™ is chosen uniformly at random and f is chosen uni-
formly at random from the set of functions mapping n-bit strings
to n-bit strings.

C. DAA Review

In this section we review a DAA scheme [8] that is used as
the main building block for constructing our AAKA protocols
with the full binding property.

In general, a DAA scheme has three types of players, i.e., an
issuer Z, a signer S;!, and a verifier V;. Assume that 7 is a
trusted third party who honestly issues a key. A DAA scheme
consists of the following polynomial-time algorithms or an in-
teractive protocol:

o Setup: It takes as input a security parameter 1* and then out-
puts a pair (gpk, mik), where mik is the master issuing key
secretly managed by the Issuer Z and gpk is the group public
key including the global public parameters. We assume that
anyone can access gpk.

o Join: It is an interactive protocol run between a player S;
who wants to join a group and the issuer Z. For the joining
process, S; generates its own secret key usk; in advance.
After the completion of the protocol, S; obtains a full DAA
signing key sk; = (usk;, cre;) where cre; is a member-
ship credential issued by Z. The value of usk; (and so sk;)
is unknown to the issuer.

o Sign: It takes as input gpk, sk; = (usk;, cre;), abasename
bsn, and a message m, and then outputs a signature o on m.
The basename bsn can be either an arbitrary string, such as
the name of a verifier or a special symbol L to represent a
randomly selected string. It can be used for controlling the
linkability between signatures.

o Vrfy: It takes as input gpk, bsn, m, and o, and then outputs
0 (‘invalid”) or 1 (“valid’).

o Link: It takes as input gpk, (mg,09), (m1,01), and bsn,
and then outputs 0 (‘unlinked’) or 1 (‘linked’).

We say that a DAA scheme is secure if the following prop-
erties hold (for the concrete formal definition of the security of
DAA, refer to [8], [16], [6], [25]):

o Correctness. A signature generated with a valid signing key
should be verified correctly. In addition, two signatures gen-
erated with a valid signing key and a same non-empty base-
name should be linked.

e Anonymity. It must be hard for an adversary to learn the
identity of a signer of a signature.

o Unforgeability. It must be hard for an adversary to generate
a signature if he/she does not hold a valid (or non-revoked)

! Actually a DAA signer should be defined by the combination of TPM M;
and a host H; because M; and H; form a platform in the trusted computing
environment and share the role of a DAA signer S;. For simplicity, the DAA
signer is treated as a single entity in the paper.
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signing key.

User-controlled linkability. Signatures created by the same
set of sk = (usk, cre) and bsn must be linked. However,
signatures cannot be linked if they are created using different
basenames (or if bsn = 1). This property guarantees that
no adversary can output two unlinkable signatures generated
by a same secret key and a same basename.
Non-frameability. It is required that no adversary can frame
an honest user, that is, claim that the user has generated a
DAA signature on a message if he/she has not done so [25].
For non-frameability, the following two properties must be
satisfied: (1) It is hard for an adversary (even one who can
access mik) to create a signature maliciously traced to an
honest user’s secret key; and (2) It is hard for an adversary
to create two different yet linkable signatures using two dif-
ferent user secret keys and a single basename. This property
means that the adversary cannot frame an honest user via the
Link algorithm. For this property, we consider a powerful at-
tack such that the adversary can control over all users and the
issuer.

As mentioned in the introduction, DAA signature schemes
have been constructed using various mathematical assumptions.

III. SECURITY MODEL

In this section we present a formal security model for a two-
party AAKA protocol by modifying the security model of [20],
[21], [6]. In particular, this model captures the notion of a bind-
ing property to guarantee that a participant has only one anony-
mous partner in a run of a two-party AAKA protocol.

A. Security Model for a Two-Party AAKA Protocol

Participants and initialization. Let o be a polynomial on a se-
curity parameter and Y = {Uy, - - -, U, } denote a set of players
for an AAKA protocol. A pair of users in I/ is able to invoke the
AAKA protocol to share a session key. They can run the proto-
col concurrently. We assume that there exists a trusted authority,
Issuer, denoted by Z, who is responsible for issuing a secret key
to a user. The issuer is not included in /.

During the initialization phase, a key generation process is ex-
ecuted to generate a group public key gpk and its corresponding
secret master issuing key, mik. Assume that the group public
key can be accessed publicly by all users and also by an adver-
sary. The group public key is not bound to a specific user but
to the whole set ¢/. In addition, a join process is executed be-
tween a joining user U; and Z, in order to generate a long-term
secret key sky, for the user. Each U; generates a user private
key, usky, and uses it during the join process while keeping it
private to Z. For example, sk, can be a secret key for DAA,
which consists of usk; and cre;. Assume that complete tran-
scripts from each execution of the joining process can identity a
user uniquely. Thus, it is assumed that each usky, can be used
only for the single user, U;, not other users. In the initialization
phase, all parameters and keys are honestly generated and no
users are not corrupted.

Session IDs, partner IDs, and related notions. To model the
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multiple executions of user U € U, we make use of instances.
More concretely, instance i of user U is denoted by I1¢;, and the
index ¢ increases sequentially according to the number of exe-
cutions of U [20], [21]. II}; runs the protocol with an instance
of different participants.

A session identity (ID) of instance II}; (denoted by SIdU) is
defined as the set of the common transcripts generated by the
instance and its partner instance executing the protocol. Note
that the identity of a user is concealed during the execution of
the protocol with anonymity-based authentication. Accordingly,
a partner ID is not defined explicitly when a user U (or instance
H%,) first initiates the protocol. Instead, the partner ID for in-
stance I1}; can be defined with temporal pseudo-identities of
anonymous players (including U itself) who take part in a run
of the protocol to establish a session key. We simply view the
partner ID as the session ID. However, to clarify the description
of the model, we define pid;; as the set of the identities of the
real players taking part in the protocol.

We say that an instance HiU accepts when it computes a
session key skey;;. To show the acceptance status, we use a
Boolean parameter, acc;;. Thatis, acci, = 1 means that IT}; ac-
cepts, and otherwise, it does not accept. If an instance computes
a session key SkeyU, we assume that it outputs (SIdU, skeyy)).
Finally, we say that a pair of instances II}; and HJ (with U #
V) are (anonymously) partnered if and only if (1) sid;; = Sldj
and (2) they have both accepted.

Adversarial model. Behaviors of an adversary are modeled
through the following oracle queries and the corresponding re-
sponses:

o Execute(U,4,V,j). The oracle executes the protocol be-
tween instances HiU and II{, and outputs the a collection of all
transcripts generated from the honest execution of the AAKA
protocol.

« Send(U, i, M). The oracle sends message M to instance I},
and outputs the response generated by this instance according
to the protocol.

o Corrupt(U). The oracle outputs the long-term secret key
sky of user U. _

« Reveal(U,i). The oracle outputs session key sk, for a ter-
minated instance I1};. This query models the leakage of a ses-
sion key via break-ins, side-channel attacks, etc.

« Test(U,4). This oracle query is allowed only when II}; has
accepted. The oracle picks a bit b € {0, 1} uniformly at ran-
dom. Ifb = 0, it outputs a random session key, and otherwise,
i.e., if b = 1, it outputs the session key sk;, computed by I1¢,.
The oracle query can be issued only once.

Correctness. We say that an AAKA protocol is correct if the
following conditions hold: For each pair of users (U, V') and
positive integers i, j, if sid%, = sid{', and pidfj = pid{}, then
acci, = acc], = 1 and skey;, = skey], # NULL.

AKA security. Let 7 be an AKA protocol and A an adversary
attacking 7. We say that user U is corrupted if a Corrupt(U)
query has been issued. A session is corrupted if there exists
an anonymous player U who is corrupted while there is an in-
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stance II};, who has not terminated. We say that instance 1T},
is fresh if (1) the adversary has never queried Reveal(U’, j)
for any instance II},,, and (2) the session sid is not corrupted.
The adversary succeeds if it queries the Test oracle regarding
a fresh instance, and correctly guesses the value of the bit b
used by the Test oracle. We denote this event by Succ and de-
fine the advantage of adversary A attacking protocol 7 to be
Adv%ﬁ =| Pr[Succ] — 1/2 |. We say that 7 is AKA-secure if,

for any PPT adversary .4, the advantage Adv%ﬁ is negligible.

Anonymity. Let (U, V) be a pair of two players to execute a

two-party KA protocol, 7. Note that the roles of the players may

differ according to whether they are initiating the protocol or
not. To capture the notion of each player’s anonymity more pre-
cisely, we define two unilateral anonymities for U and V. For

distinction, they are called L (left-hand side)-anonymity and R

(right-hand side)-anonymity games, respectively. The games are

played between a challenger C and an adversary A attacking the

protocol.
The games consist of the following four phases.

e QUERY 1. First, A issues Send, Corrupt, and Reveal
queries adaptively.

« FIND. A chooses users U, Ul,A and V' from U in the L-
anonymity game (resp. U and Vj, V7 in the R-anonymity
game). A bit b is chosen uniformly at random. The two-party
KA protocol 7 is run using (Ub, V) (resp. (U, V},) as a pair
of two players. A set of all transcripts generated from the
protocol is given to adversary A.

o GUESS. A outputs a guessed bit, b'.

Assume that no corrupt query has been made on the target
player, i.e., either Uy or Uy (resp. either Vy or Vi). We say
that the adversary wins the game if b = b. We denote by
CGusy, (resp. CGusg) the event that the adversary correctly
guesses the bit in the L-anonymity game (resp. R-anonymity
game). The advantage of A attacking 7 in the L-anonymity
game (resp. R-anonymity game) is defined by Adv" Anon |
Pr[CGusz] — 1/2 | (resp. Advya™®" =| Pr[CGusg] — 4 /2 ).
We say that 7 is L-anonymous (resp R-anonymous) if, for any
PPT adversary A, Adv5A™" (resp. Adv'y Anon) is negligible.

We say that a KA protocol m is (fully or bilaterally) anony-
mous if, for any PPT adversary .4, both advantages, i.c.,
AdVL Anon and AdvR AN are negligible.

We say that 7 is a secure AAKA protocol if 7 is AKA-secure
and anonymous.

Binding property. Let (U, V') be a pair of two different players
for a two-party KA protocol, 7. Assume that two instances I},
and H{/ are anonymously partnered in a session after perform-
ing 7. Assume that the corresponding session identities, sid;;
and Sid{/ are defined from partnering. By definition, we have
sidi = sidj Let Tj denote a collection of all transcripts that
H] transmitted for the session. Ifit is guaranteed that sid? \’T] ,
i.e., the remaining transcripts except T‘ﬂ are generated by HZU us-
ing its secret key, sk then we can say that a unilateral binding
property (BP) holds for II;. Similarly, we can define another
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unilateral BP for H{-/.

To capture the notion of a binding property? for each player
more precisely, we define two unilateral BP games for IT{, and
IT;;, respectively. For distinction, they are called L(left-hand
side)-BP and R(right-hand side)-BP games, respectively. The
games are played between a challenger C and an adversary A
attacking the protocol. In the game, A is given all secret keys
and outputs a pair of instances 11}, and II{, (with U # V) and
sid%, = sid{}. The adversary succeeds in the L-BP game (resp.
R-BP game) if the following conditions hold. (1) I}, and H{'/
are anonymously partnered for a session; and (2) Some of sid{'/\
T have not been generated by 11}, using sky (resp. some of
sid%, \ 7;: have not been generated by H{/ using sky).

If the binding properties hold for both of the instances then
we say that 7 achieves the (bilateral) full BP. Intuitively, the full
BP guarantees that a party must have only one partnered party
of an anonymous session.

As noted in [26], the above notion can be relaxed to cap-
ture a partial BP (pBP) to guarantee that some part of the mes-
sages in a session are generated using a long-term key sky,
and the other parts are generated with a short-term key. In a
session, players compute a private short-term key (for exam-
ple, Diffie-Hellman key) from public transcripts (for example,
Diffie-Hellman ephemeral public keys). The short-term key is
valid only during the session, and it is independent across ses-
sions. Owing to the key, a communicating player can bind all
the messages that belong to the session. In terms of security, the
partial binding is guaranteed in the sense that an attacker can-
not hijack the session without knowing the short-term key, but a
player can turn his/her session over to another player.

Similar to the (bilateral) full BP, we consider two unilateral
games for II{, and II};, respectively. For distinction, they are
called L(left-hand side)-pBP and R(right-hand side)-pBP, re-
spectively. The games are played between a challenger C and
an adversary A attacking 7.

The games consist of the following phases.

o QUERY. According to a strategy, A issues Send, Corrupt,
and Reveal queries, adaptively. ‘
o FIND. A outputs a pair of instances HiU and II, (with

U # V) and sid}, = sid?,.

The adversary succeeds in the L-pBP game (resp. Z-pBP game)
if the following conditions hold: (1) II}; and II{, are anony-
mously partnered for a session; (2) A has not made any corrupt
query on U (and resp. V'); and (3) Some of sid{, \ 7,/ have been
generated by IT¢; using skys (resp. some of sidj; \ 7% have been
generated by H{} using sky).

If the L-pBP and R-pBP hold then we say that 7 achieves the
(bilateral) pBP.

IV. OUR AAKA PROTOCOLS

In this section, we propose two-party AAKA protocols with
the full binding property. The main idea to achieve our goal is to
use a DAA scheme. Basically anonymous authentication can be

2This binding property prevents so-called misbinding attacks in [6].
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provided under the anonymity of the underlying DAA scheme.
Furthermore, because of the user-controlled linkability of DAA,
we can build a proper structure to achieve the full binding prop-
erty while preserving anonymity for participants.

Assume that a DAA scheme, DAA = (Setup, Join, Sign,
Vrfy, Link) is given. Before running the proposed protocols,
Setup is performed to generate a group public key, gpk and
a secret master issuing key, mik. Each user U performs Join
with the Issuer who can access mik, to obtain a signing key,
sky = (usky, crey) for DAA. Here crey is a membership
credential and usky is a secret key that is generated by the user
and is unrevealed to Issuer. Assume that usky is generated to
be a value of which randomness is contributed by both a user
and Issuer. It can be easily done by using known secure multi-
party computation methods. This feature is necessary to achieve
the full binding property in our protocols.

The proposed protocols make use of a message authentication
code MAC, a pseudorandom function PRF, and a cryptographic
hash function H : {0,1}* — {0,1}*. Let G be a cyclic group
of order ¢ and g a random generator of G, where ¢ is a large
prime number. The collection of public public parameters is set
to be ((G, g, q),gpk, H, PRF).

A. Three-Pass AAKA Protocol I

The basic structure of this protocol is similar to the KA pro-
tocol [27] that runs in three rounds. However, our protocol per-
forms a mutual anonymity-based authentication process. For ex-
plicit key confirmation, our protocol uses a DAA signature. See
Fig. 1. For convenience, we call the proposed AAKA protocol
3AKA-FB.

Theorem 1 The proposed protocol is a secure AAKA protocol
that achieves the full binding property if the underlying DAA
signature scheme is secure.

Proof. In order to prove the theorem, we should show that the
protocol achieves three security properties defined in Section III:
the AKA security, the anonymity, and the full binding property.
The proof of the theorem can be completed from the following
lemmas. B

Lemma 1 The proposed protocol achieves the AKA security if
the DDH assumption in G holds and the underlying DAA signa-
ture scheme is secure.

Proof. Let A be an adversary attacking the proposed AAKA
protocol. Assume that the adversary makes at most g., and g
calls to the Execute and the Send oracles. We consider two in-
dependent events, Forge and Repeat that are mainly related
to the advantage of the adversary. Let Forge be the event that
A generates a forged DAA signature for user U before making
a query of the form Corrupt(U) to obtain a secret DAA key of
U. More precisely, Forge is the event that .4 makes a query
of the form Send(V, j, [X, Signy]), Send(V, j, [Signy,]) or
Send(U, 1, Y, Signy]) where Signy, Signj;, and Signy are
valid, i.e., pass the verification test of the DAA scheme as de-
fined in Fig. 1, but these were not previously output by any in-
stance of the as-yet-uncorrupted user as DAA signatures. Let
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U(sky): gpk of DAA

V(sky): gpk of DAA

T <R Zq; X gz
bsny «+ H(X)
Signy <+ Sign

(gpk,bsny, X) [X,Signu]

sku

K« VY?® = gacy [Y,Signv]
ko < PRF(0), k1 < PRFg (1)

hy, = H(Y, X, ko)

If 1 # Vrfy(gpk, bsny, hy, Signy),

abort. Otherwise

Ty = H(X7 Y, kO)

Signy; < Signgy,, (gpk, bsny, hy) [Signy ]

Session key: skey = k;

bsny + H(X)

If 1 # Vrfy(gpk, bsny, X, Signy),
abort. Otherwise

Y <R ZLg; Y < g¥

K+ XY =g"

ko < PRF(0), k1 < PRF (1)
bsny < H(Y); h, = HYY, X, ko)
Signy < Sign,, (gpk,bsny, h,)

hu = H(Xa Ya k())

If 1 # Vrfy(gpk, b, h, Signly),

abort.

If 1 # Link(gpk, (X, Signy), (ha, Signy;), bsny ), abort.

Session key: skey = k;

Fig. 1. Three-pass AAKA protocol.

€pas be the maximum advantage of an adversary in forging a
DDA signature on a new message. Straightforwardly, we have
Pr[Forge] < |U| - epas because the underlying DAA scheme
is assumed to be (existentially) unforgeable and A can use at
most || DAA signatures where |U/| is the number of all proto-
col users, which is polynomially bounded in a security parame-
ter. Let Repeat be the event that an honest user generates an
ephemeral DH public key g” twice. Let ¢ be the prime order of
the (mathematical) group G and \ be the bit-length of the or-
der. We can show Pr[Repeat] < gs - (qs + qex)/2” from the
well-known birthday paradox because a user selects a random
element € Zg at most g5 + e, times. Note that Pr[Repeat]
is negligible because A is assumed to be sufficiently large.

Next, we show that, unless Forge and Repeat occur, we
can construct an efficient algorithm D solving the DDH prob-
lem in G using A, who attacks the proposed protocol. Note
that A’s Test query can be asked to an instance that was ini-
tialized via an Execute query or a Send query. We denote by
Testg the event that A asks its Test query to an instance that
was initialized via an Execute query. We also denote by Testg
the event that A asks its Test query to an instance that was ini-
tialized via a Send query. Since A’s Test query can be made
only from the two events and the events are disjoint, we have
Tests = Testg. We will separably bound the probabilities of
Pr%?AKA_FB [SuccATestg] and Pr%?AKA_FB [SuccATests] by
constructing DDH solvers, D; and D, properly.

Initially, D, and D5 perform the following same process. The
DDH solvers, Dy and D5 generate all private DAA signing keys
and a group public key by running Setup and Join algorithms
of the underlying DAA scheme. The group public key is given
to the adversary A. Assume that the DDH solvers are given a
random DDH instance (g, A = g%, B = ¢°, Z) € G*. The goal
of the DDH solvers is to determine whether Z = ¢®® or not.

We first describe the simulation for A’s oracle queries pro-
vided by D; as follows.

o Execute queries. First, Dy guesses a € {1,...,¢cs} uni-
formly at random such that 4 makes its Test query to an
instance that was initialized via the o™ Execute query. D
responds to each query of the form Execute(U, i, V, j) as fol-
lows:

On the o™ Execute query of the form Execute(U*, i*,

V*,7%), Dy generates T = {(X = g%, Signy~), (Y =

g°, Signy+), (Sign};.)} using the given DDH instance,

where {Signy-, Signy. } and Signy - are generated with

DAA signing keys of U* and V™, respectively. Note that

D; can generate the signatures easily using DAA signing

keys that it generated. D defines the session key skey cor-

responding to the o/ Execute query by Z. Then D; re-

turns 7'.

On any other Execute query except the a™ query, D; hon-

estly executes the protocol and then returns the resulting

transcripts. This is possible because D; is aware of the pri-
vate DAA keys of all users.

Send queries. D; responds to a Send query using the tran-

scripts that it obtains after executing the protocol itself.

Corrupt queries. On a Corrupt(U) query, D; responds with

the corresponding private DAA signing key of user U. This

is obviously possible because it generated all DAA signing
keys at the initial step.

Reveal queries. On a Reveal query, D; proceeds as follows:

If this is related to the o/ Execute query, i.e., the query has

the form, Reveal(U*, i*) or Reveal(V*, j*) then D; aborts;

otherwise, D, finds an instance associated with an Execute
or a Send query, and then D, returns the skey generated (by

D, ) for the instance.
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o Test queries. When A issues Test(U, ¢) for a terminated in-
stance, D finds the related session ID, Sid’fj for the instance,
and the corresponding session key generated by the instance.
If Sidfj is not the same to the set of all transcripts gen-
erated via the o Execute query, then D aborts and out-
puts a random bit; otherwise, D; sets K = Z, computes
k1 = PRFi (1), and returns skey = k; to .A. Dy outputs the
bit that A outputs.

Let REAL denote the transcript distribution of the real protocol

and its resulting session key skey as defined in Fig. 2.

When Testg occurs, D; does not abort with probability
1/¢es. In addition, unless Dy aborts, there exist two possible
cases in the above simulation as follows: If Z = gab, ie.,
(9,9% g% Z) is a valid DDH tuple, then the simulation is a cor-
rect execution of the proposed protocol, that is, SK is a real ses-
sion key. Otherwise, we have Z = g~ for random z € Z;. Thus
sk = PRFz(1) is indistinguishable from a random key because
PRF is a pseudo-random function and Z = ¢~ is distributed uni-
formly at random. In this case, however, kg = PRFz—,4-(0) is
used in the simulation, instead of kg = PRF ja» (0) which is orig-
inally defined by the proposed construction.

We can show that any difference from this modification is
negligible. To show this, we consider distributions modified
from the original one, REAL. For distinction, let FAKE and
RAND denote the modified distributions as defined in Fig. 2. Let
eprr be the maximum advantage that an adversary can obtain
when attacking the given PRF. Then we have | Pr[(7, skey) <
REAL : A(T,skey) = 1] — Pr[(T,skey) «+ FAKE
A(T ,skey) = 1]| < Adv2P" and | Pr[(T,skey) < FAKE :
A(T,skey) = 1] — Pr[(T,skey) + RAND : A(T,skey) =
1] < AdV(ID;DH + eprr. Note that the distribution of parame-
ters related to DAA and the hash function are independent of
the DDH parameter. Thus we have Pr[(7,skey = skg) «
RAND; sky <5 {0,1}™b«+ {0,1}: A(T,sky) =b] =1/2.

The advantage of the adversary A is upper-bounded by 2 -
(2AdngH +eprr)- In other words, D; can solve the given DDH
instance using the adversary .A with a meaningful probability.

Let Gusg be the event that D; guesses « correctly. The
simulation provided by D; is perfect, i.e., perfectly identi-
cal to the security game with the proposed protocol unless A
aborts. Hence we obtain 4 - AdvgDH +2-eprr =2 |1/qex -
Pra[SuccATestg] +1/2-Pry[Gusg VTestg]—1/2|. Since
Pry[GusgVTests] = (1-1/¢ex) Pra[Teste|+Pra[Tests]
and Pr[Testg] = 1 — Pr[Testg], we have 4 - Adv2®™ + 2.
eprF = 2¢|1/gesPra[SuccATeste]|+(1/2¢e,) Pra[Testg]—
(1/2qex)|-

Next we describe the simulation for A’s oracle queries pro-
vided by D, as follows.

« Execute queries. On an Execute query, Ds responds with
the transcripts that it obtains after executing the protocol it-
self.

o Send queries. First, Dy guesses 1, 52 € {1, -+, ¢s} (b1 <
[2) uniformly at random such that .4 makes its Test query to
an instance that was initialized via the " Send query or the
B Send query. D5 responds to each Send query as follows.
- On the B Send query, if it does not have the form

Send(U*,i*, Start), Do aborts; otherwise, Dy returns
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(X = A = ¢ Signy~) where Signy~ is generated with
DAA signing key of U* with bsny- = H(X).

- On the BY¥ Send query, if it does not have the form
Send(V*, j*, (X, Signy+)), Ds aborts; otherwise, D5 re-
turns (Y = B = g°, Signy~) where Signy~ is generated
with a DAA signing key of V* with bsny- = H(Y).

- On any other Send query except the S and the S
queries, Dy proceeds as follows.

(a) If the query has the form Send(U*,:*, (Y, Signy~))
then Dy sets K = Z and computes kg = PRFg(0),
ki = PRFg(1), h, = H(X,Y,ko) and Sign; <
Sign,,,, (gpk, bsny, h,,). Then Dy returns Signy;;

(b) otherwise, Ds honestly executes the corresponding pro-
cedure of the protocol and then returns the resulting tran-
scripts. This is possible because D, is aware of the private
DAA keys of all users.

« Corrupt queries. On a Corrupt(U) query, D5 responds with

the corresponding private DAA signing key of user U. This

is obviously possible because it generated all DAA signing
key at the initial step.

Reveal(U, i) queries. On a Reveal query, D proceeds as

follows. If this is related to the o/ send query then Dy

aborts; otherwise, D> finds an instance associated with an

Execute or a Send query, and then D, returns the skey gen-

erated (by D2) for the instance.

o Test queries. When A issues Test(U, t) for a terminated in-
stance, D- finds related session ID, Sidg for the instance, and
the corresponding session keys that are generated by the in-
stance. If Sidi, is not the same to the set of all transcripts
generated by the instances that are initialized via the S and
the B Send queries, then D, aborts and outputs a random
bit; otherwise, Dy sets K = Z, computes skey = k; =
PRF (1), and returns skey to .A. D, outputs the bit that .4
outputs.

Let Bad = Forge V Repeat. Then we have Pr[Bad] <
Pr[Forge] + Pr[Repeat]. If neither Bad nor Testg occur,
then D, does not abort at least with probability 2/¢s(qs — 1),
because he can correctly guess (81, [2) with the probability.
Let Gusg be the event that Dy correctly guesses (31, $2). Un-
less A5 aborts, we note that there exist two possible cases in
the above simulation as follows: If Z = ¢, i.e., (g, 9%, ", Z)
is a valid DDH-tuple then the simulation is a correct execution
of the proposed protocol, and so skey is a real key shared be-
tween HlU and H{;*. Otherwise, we have Z = ¢* for a ran-
dom ¢ € Z;. skey = PRFz(1) is indistinguishable from a ran-
dom key because PRF is a pseudo-random function. In this case,
however, kg = PRFz—4-(0) is used in the simulation instead
of ko = PRF 4as (0), which is originally defined by the proposed
construction. Using a similar argument for Testg with the tran-
script distributions in Fig. 2, we can show that any difference
from the modification is negligible. The advantage of the adver-
sary A is upper-bounded by 2 - (2Adv([G),DH + £pRF).

Hence, we obtain 4 - Adv(gDH + 2 - gprp = 2 -
[1/(gs/2(qs/2 — 1)) - Pry[Succ A Tests A —Bad] + 1/2 -
Pr4[GussVTestgVBad]—1/2|. Since Pr4[-~GussVTestgV
Bad] = Pry[Testg VBad] + (1 —1/(¢s/2(gs/2 —1))) Pry

[Tests A Bad] and Pr[Tests A Bad] + Pr[Testg V
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T g ZLg, X = g%, bsny = H(X), Signy + Sign,, (gpk, bsny, X);
YyrLyY =g¥, K = g™, ko = PRFx(0),
REAL % bsny = H(V), h, = H(Y, X, ko), Signy < Sign,, (gpk,bsny, h,);
hy = H(X,Y, ko), Signy; < Signg, (9pk, bsny, hy) : (T, skey)
T = (X, Signy,Y, Signy, Signy;)
skey = k1 = PRFk (1)

TR Zq, X = g%, bsny = H(X), Signy < Sign,, (gpk, bsny, X);
Y,z nr Ly, Y =¢¥, K = g™, Z = g*, ko = PRF£(0),
FAKE % bsny = H(V),h, = H(Y, X, ko), Signy < Sign,,  (gpk,bsny, h,);
hy = H(X,Y, ko), Signy; < Signg,  (gpk,bsny, hy) : (T, skey)
T = (X, Signy, Y, Signy, Signy,)
skey = k; = PRFi (1)

T g ZLq, X = g%, osny = H(X), Signy < Sign,, (9pk, bsny, X);
Y, 2 <R anY = gva = gzyvz = gz, k() = PRFZ(O)a
def | bsny = H(V),h, = H(Y, X, ko), Signy < Sign, , (9pk, bsny, hy);

RAND = hu = H(X, Y, ko), Signi, « Sign,. (gpk, bsny, h,) . (T, skey)
T = (X, Signy,Y, Signy, Signy,)
skey = k; = PRFz(1)
Fig. 2. Distribution of parameters for the real protocol and its conceptually modified protocols.
U(sky): gpk of DAA V(sky): gpk of DAA
T 4R Lg; X <= g° Y <R Ly Y — gY
bsny «+ H(X) bsny + H(Y)
Signy « Sign,  (gpk,bsny, X) _XSignol - Signy < Signg,  (gpk, bsny,Y)
If 1 # Vrfy(gpk, bsny, Y, Signy), If 1 # Vrfy(gpk, bsny, X, Signy),
abort. Otherwise abort. Otherwise
K+ Y?® =g K+ XY =g
ko < PRF(0), k1 < PRFg (1) ko < PRFk(0), k1 < PRF (1)
hy = H(X,Y, ko) hy, = H(Y, X, ko)
Signy; + Signg,, (gpk,bsny, hy) [Signy] Signy, «+ Sign, (gpk,bsny, hy)
hy = H(Y, X, ko) [Signty] h, = H(X,Y, ko)
If 1 # Vrfy(gpk, bsny, hy, Sign},), If 1 # Vrfy(gpk, bsny, hy, Signy;),
abort. abort.
If 1 # Link(gpk, (Y, Signv), (hv, Sign} ), bsny), If 1 # Link(gpk, (X, Signy), (ha, Signg; ), bsny),
abort. abort.
Session key: skey = k; Session key: skey = k;
Fig. 3. Two Pass Parallel AAKA Protocol.
Bad] = 1, we have 4 - AdVgDH + 2 - eprr = 2+ 2-epRrp)
[1/(qs/2 - (¢s/2 — 1))Pra[Succ A Testg A Bad] — 1/2 - +| — Pr[Testg| + Pr[Testg A Bad]
1/(qs/2(gs/2 — 1)) - Pr4[Tests A Bad]|. +2 - Pr[Succ A Testg A Bad]|

Therefore, using the above results, we obtain the desired re- (2qex + qs(qs — 1))/2 - (4 - Adv(g':’H + 2 - eprr) + Pr[Bad]

sult £(I)<rEthe theorem as follows. (2qex + qs(qs — 1))(2 - AVEP™ + eprp) + [U] - epan +
AdV i sakars = 2 - | Pra[Succ] —1/2| (qs - (qs + Gex))/2>. 1

= 2:|Pr[SuccATestg|+Pr[SuccATestgABad]+Pr[Succh

Tests A Bad] — 1/2|

< Gew - (4 - AdVEPT + 2 - eprp) + 2 | — (1/2) Pr[Tests] +

Pr[Succ A Tests A Bad] + Pr[Succ A Testg A Bad]| Lemma 2 The proposed protocol achieves anonymity if the
< oo+ (4 AdngH +2-eprp) + (s (gs — 1))/2- (4 Adv(gDH + DDH assumption in G holds and the underlying DAA signature

scheme is secure.

IAINA
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Proof. The AAKA protocol combines the ephemeral Diffie-
Hellman KA protocol and a DAA signature scheme. Each mes-
sage is transmitted together with a DAA signature generated
for the message. By assumption, a DAA signature scheme pro-
vides anonymity on a signer [6]. Basically, a verifier cannot
learn the identity of the signer from a given signature due to
the anonymity of the DAA signature. Since the anonymity of
the DAA signature is independent of the position of the pro-
tocol participants, the proposed protocol achieves the bilateral
anonymity, i.e., it is anonymous. Hl

Lemma 3 The above proposed protocol achieves the full bind-
ing property if the underlying DAA signature scheme is secure.

Proof. Let bAA = (Setup, Join, Sign, Vrfy, Link) be a DAA
signature scheme. In the proof, we construct an efficient attacker
F to break the non-frameability of the DAA scheme, using an
adversary, A attacking the proposed AAKA protocol, 3AKA-
FB, in the L-BP game or the R-BP game. The goal of F is to
output two linkable signatures with the same basename but from
two different secret keys.

As defined in [25], we assume that F is given all secret keys
including mik corresponding to gpk after executing Setup of
DAA. In other words, no oracles are required to F because no
honest parties exist. We provide a simulation of the L-BP game
for 3AKA-FB as follows:

« Initialization. F generates a cyclic group G of order ¢ and

g a random generator of G of prime order ¢. In addition,
F generates a message authentication code MAC, a pseu-
dorandom function PRF, and a cryptographic hash function
H :{0,1}* — {0, 1}". A set of public parameters of 3AKA-
FB, (gpk, (G, g, q), MAC, PRF, H) are given to .A.
In addition, mik corresponding to gpk is given to A. As
defined in the model, we consider a strongest attack environ-
ment, that is, no oracles are required to A because all secret
keys are known to A.

Assume that A outputs a pair of instances I}, and II, for
two different users U and V/, and sid;; = sid{, which is a col-
lection of all transcripts generated from a complete protocol run
between the instances. When A outputs sid;; (= sid{,), F out-
puts (X, Signy,bsny), (hy, Signy;, bsny).

Assume that the instances are anonymously partnered.
Let sid;, = sid{, = {(X = g% Signy), (Y =
g¥,Signy), (Signy;)} where K = ¢", kg = PRFg(0),
k1 = PRFk(1) and Signy, Signy, and Signy are DAA
signatures on the messages, X = ¢*, h, = H(X,Y ko),
and h, = H(Y, X, ko), respectively. Let T = {(X =
g”, Signy)1, (Signy;)2} and T2 = {(Y = g¢¥, Signy)i}.
Here, (---); denotes a transcript sent in the i™ pass. We have

&= sid{, \ T

Since Signy and Signy; are valid DAA signatures by defini-
tion of the L-BP, we have Vrfy(gpk,bsny, X, Signy) = 1
and Vrfy(gpk, bsny, hy, Sign;) = 1. In addition, because
the both instances accept the session by assumption, we have
Link(gpk, (X, Signy), (hy, Signy;),bsny) = 1.

If Signy and Signy; are generated by two different secret
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keys then A succeeds in the L-BP game; otherwise, A fails in
the game. Therefore, if A succeeds in the L-BP game then F
succeeds in breaking the non-frameability of DAA. If not, F
fails to break the non-frameability of DAA. The advantage of
is the same to that of A.

For the R-BP, we can obviously show that 7 achieves it as
follows: A single transcript is only sent from V' to U in the
protocol. The transcript consists of Y and Signy -, where Signy
is a valid DAA signature on Y. Thatis, {Y, Signy } = sidy,\ T3
must be generated only by a single player.

Hence, the proposed protocol achieves the bilateral full BP. l

B. Two-Pass Parallel AAKA Protocol

In this section we present a two-pass AAKA protocol. Con-
sider the delay-tolerant network in which the communication
delay overwhelms the computation time. For example, the com-
putation time is in milisecond order, but the communication de-
lay is in hours or even in days. The delay-tolerant network also
known as the pocket-switching network or opportunistic net-
work, has very high delay due to its inherent nature of very
limited connectivity. Because of this high latency, reducing the
number of passes in a protocol significantly improves the ses-
sion establishing time and also in the consequent communica-
tion time.

The basic structure of our protocol is similar to the KA pro-
tocol of [28]. The protocol runs in two rounds. However, our
protocol performs a mutual anonymous authentication process.
For explicit key confirmation, this protocol uses a DAA signa-
ture. See Fig. 3.

Theorem 2 The above protocol is a secure AAKA protocol with
the full binding property if the DDH assumption in G holds and
the underlying DAA signature scheme is secure.

Proof. The theorem can be proved using a concept similar to
that of the proof of Theorem 1. We omit concrete proof details.
|

C. MAC-Based AAKA Protocols

We can convert the previous AAKA protocols into MAC-
based AAKA protocols using a MAC tag for explicit key con-
firmation. Since MAC can be efficiently executed compared to
an anonymous signature such as a DAA signature, the MAC-
based protocols can gain advantages in terms of the computa-
tional costs. However, the protocols provide a weakened bind-
ing property that has the same strength as that of the property
presented in [6], i.e., the partial BP defined in Section 3 instead
of the (bilateral) full BP.

We briefly depict these MAC-based protocols in Fig. 4 and
Fig. 5. In the figures, M ACy < MAC-Gen(H (¢*¥), X||Y)
and M ACy < MAC-Gen(H (¢*Y),Y||X). Our MAC-based
protocols are similar to the DAA-SIGMA of [6]. We can prove
the security of the above protocols using a similar proof idea as
[6] under the hardness of the DDH problem.

D. Variants

The AAKA protocols proposed in the previous section can be
modified for achieving various properties.
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Round 1. U—V: X =g*, Signy

Round 2. U<+ V: Y = g¥, Signy, MACy
Round 3. U—V: MACy

Session key U, V. k1 = PRF gay (1)

Fig. 4. Three-pass MAC-based AAKA protocol.

Round 1. U—=1V: X = g%, Signy
U+—V: Y = g¥, Signy
Round 2. U—V: MACyYy
U<+ V: MACV
Session key U, V. k1 = PRF gay (1)

Fig. 5. Two-pass parallel MAC-based AAKA protocol.

Unilateral anonymous authentication. The AAKA protocols
proposed in the previous section were constructed to provide
mutual anonymous authentication. These protocols can be eas-
ily converted into AAKA protocols to provide unilateral anony-
mous authentication by replacing an anonymous signature with
a standard signature for one party. In general, it is assumed that
the standard signature scheme does not guarantee anonymity on
signers.

Signer identification. By using the group signature scheme sup-
porting the opening and linking capability in [14], the proposed
protocols can open signatures to identify signers. Note that
DAA does not have the capability of opening signatures.

V. CONCLUSION

We have presented AAKA protocols that provide bind-
ing properties, which guarantee that anonymous messages are
bound to a single message sender. The binding properties can
be crucially used for not only normal anonymous authentica-
tion but also more refined anonymous services such as reward-
ing/penalty systems. Our approach is based on the use of an
anonymous signature scheme with a signer-controlled but par-
tially enforced linkability such as DAA. It would be an open is-
sue to design other efficient methods to achieve the full binding

property.

REFERENCES

A. Menezes, P. C. van Oorschot, and S. A. Vanstone, Handbook of Applied
Cryptography. CRC Press, 1996.

J. 0. Kwon and I. R. Jeong, “Relations among security models for authen-
ticated key exchange,” ETRI J., vol. 36, no. 5, pp. 856-864, 2014.

J. Kohl and C. Neuman, “The kerberos network authentication service
(v5),” tech. rep., RFC 1510, Sept, 1993.

A. O. Freier, P. Karlton, and P. C. Kocher, “The SSL protocol — version
3.0,” Internet Draft, Transport Layer Security Working Group, Nov. 1996.
ITU-T recommendation X.509: Information technology — open systems
interconnection — the directory: Authentication framework, ITU-T, 1997.
J. Walker and J. Li, “Key exchange with anonymous authentication us-
ing daa-sigma protocol,” in Proc. INTRUST (L. Chen and M. Yung, eds.),
vol. 6802 of Lecture Notes in Computer Science, Springer, 2010, pp. 108—
127.

D. Chaum and E. van Heyst, “Group signatures,” in Proc. EUROCRYPT
(D. W. Davies, ed.), vol. 547 of Lecture Notes in Computer Science,
Springer, 1991, pp. 257-265.

E. F. Brickell, J. Camenisch, and L. Chen, “Direct anonymous attestation,”
in Proc. ACM CCS, pp. 132-145, 2004.

(1]
(2]
(3]
(4]
(5]
[6]

(71

(8]

(%]

[10]

[15

—

[16

=

[17

—

(18]

[19]

[20]

[21

—

[22

—

[23

—

[24

=

[25]

[28

=

[29]

199

J. Camenisch and A. Lysyanskaya, “Signature schemes and anonymous
credentials from bilinear maps,” in Proc. CRYPTO (M. K. Franklin,
ed.), vol. 3152 of Lecture Notes in Computer Science, Springer, 2004,
pp. 56-72.

M. Bellare, D. Micciancio, and B. Warinschi, “Foundations of group
signatures: Formal definitions, simplified requirements, and a construc-
tion based on general assumptions,” in Proc. EUROCRYPT (E. Biham,
ed.), vol. 2656 of Lecture Notes in Computer Science, Springer, 2003,
pp. 614-629.

M. Bellare, H. Shi, and C. Zhang, “Foundations of group signatures: The
case of dynamic groups,” in Proc. CT-RSA4 (A. Menezes, ed.), vol. 3376 of
Lecture Notes in Computer Science, Springer, 2005, pp. 136-153.

G. Ateniese, J. Camenisch, M. Joye, and G. Tsudik, “A practical and prov-
ably secure coalition-resistant group signature scheme,” in Proc. CRYPTO
(M. Bellare, ed.), vol. 1880 of Lecture Notes in Computer Science,
Springer, 2000, pp. 255-270.

C.-M. Park and H.-S. Lee, “Pairing-friendly curves with minimal security
loss by cheon’s algorithm,” ETRI J., vol. 33, no. 4, pp. 656-659, 2011.

J. Y. Hwang, S. Lee, B.-H. Chung, H. S. Cho, and D. Nyang, “Short
group signatures with controllable linkability,” in Proc. LightSec, vol. 0,
pp. 44-52,2011.

H. Ge and S. R. Tate, “A direct anonymous attestation scheme for embed-
ded devices,” in Proc. PKC 2007, Springer, 2007, pp. 16-30.

E. Brickell, L. Chen, and J. Li, “Simplified security notions of direct
anonymous attestation and a concrete scheme from pairings,” Int. J. Inf.
Sec., vol. 8, no. 5, pp. 315-330, 2009.

E. Brickell and J. Li, “A pairing-based daa scheme further reducing tpm
resources,” in Proc. TRUST, Berlin, Germany, June, 2010, pp. 181-195.

L. Chen, P. Morrissey, and N. P. Smart, “Daa: Fixing the pairing based
protocols,” IACR Cryptology ePrint Archive, vol. 2009, p. 198, 2009.

W. Diffie and M. Hellman, “New directions in cryptography,” IEEE Trans.
Inf. Theory, vol. 22, no. 6, pp. 644-654, 1976.

M. Bellare and P. Rogaway, “Entity authentication and key distribution,” in
Proc. CRYPTO (D. R. Stinson, ed.), vol. 773 of Lecture Notes in Computer
Science, Springer, 1993, pp. 232-249.

J. Katz and M. Yung, “Scalable protocols for authenticated group key ex-
change,” in CRYPTO (D. Boneh, ed.), vol. 2729 of Lecture Notes in Com-
puter Science, pp. 110-125, Springer, 2003.

A. Leung and C. J. Mitchell, “Ninja: Non identity based, privacy preserv-
ing authentication for ubiquitous environments,” in Ubicomp (J. Krumm,
G. D. Abowd, A. Seneviratne, and T. Strang, eds.), vol. 4717 of Lecture
Notes in Computer Science, pp. 73-90, Springer, 2007.

E. Cesena, H. Lohr, G. Ramunno, A.-R. Sadeghi, and D. Vernizzi, “Anony-
mous authentication with tls and daa,” in Proc. TRUST, Berlin, Germany,
June. 2010, pp. 47-62.

L. Chen et al., “Lightweight anonymous authentication with tls and daa for
embedded mobile devices,” JACR Cryptology ePrint Archive, vol. 2011,
p. 101, 2011.

D. Bernhard, G. Fuchsbauer, E. Ghadafi, N. Smart, and B. Warinschi,
“Anonymous attestation with user-controlled linkability,” /nt. J. Inf. Sec.,
vol. 12, no. 3, pp. 219-249, 2013.

J. Y. Hwang, S. Eom, K. Chang, P. J. Lee, and D. Nyang, “Anonymity-
based authenticated key agreement with full binding property,” in Proc.
WISA, vol. 7690, pp. 177-191, 2012.

D. Harkins and D. Carrel, “The Internet Key Exchange (IKE).” RFC 2409
(Proposed Standard), Nov. 1998. Obsoleted by RFC 4306, updated by
RFC 4109.

ISO/IEC 9798-3 Information Technology — Security techniques — Entity
Authentication Mechanisms — Part 3: Mechanisms using digital signature
techniques, 1998. 2nd ed.

A. Acquisti, S. W. Smith, and A.-R. Sadeghi, eds., Trust and Trustworthy
Computing, Third International Conference, TRUST 2010, Berlin, Ger-
many, June 21-23, 2010. Proceedings, vol. 6101 of Lecture Notes in Com-
puter Science, Springer, 2010.



200

plications.

Jung Yeon Hwang received the B.Sc. degree in math-
ematics from Korea University, Seoul, Republic of
Korea, in 1999, and the M.S.and Ph.D. degrees in
information security from Korea University, in 2006
respectively. He had worked as a post-doctoral re-
searcher at Korea University from 2006 to 2009. Since
2009, he has been a senior member of the engineering
staff at Electronics and Telecommunications Research
Institute (ETRI), Korea. His research interests include
fuzzy cryptography, broadcast encryption, authentica-
tion, and privacy-enhancing techniques, and their ap-

Sungwook Eom received the B.S. degree in elec-
tronic and electrical engineering from Kyung-
pook National University, Republic of Korea in
2005. He is currently a Ph.D. student in elec-
tronic and electrical engineering at POSTECH, Po-
hang, Kyungbuk, Republic of Korea. His research
interests include cryptography and information secu-
rity.

Ku-Young Chang received the B.S., M.S., and Ph.D.
degrees in mathematics from Korea University, Seoul,
Republic of Korea in 1995, 1997, and 2000, respec-
tively. He is currently a Principal Researcher of Cryp-
tography Research Section at ETRI, Daejeon, Korea.
His research interests include cryptography, data pri-
vacy, and finite field theory.

JOURNAL OF COMMUNICATIONS AND NETWORKS, VOL. 18, NO. 2, APRIL 2016

Pil Joong Lee received the B.S. and M.S. degrees
from Seoul National University and the Engineer de-
gree and Ph.D. degree from University of Califor-
nia at Los Angeles. Before joining POSTECH, he
worked for Jet Propulsion Laboratory from 1980 to
1985, and for Bell Communications Research from
1985 to 1990. He was the Dean of Graduate School
for Information Technology at POSTECH, Pohang,
Kyungbuk, Republic of Korea, and the Director of
POSTECH Information Research Lab from 2000 to
2003, and also served as the president of the Korea In-
stitute of Information Security and Cryptology in 2004. He is currently with
the Department of Electrical Engineering at POSTECH. His research interests
include cryptography and information security.

DaeHun Nyang received the B.Eng. degree in Elec-
tronic Engineering from Korea Advanced Institute of
Science and Technology in 1994 and the M.S. and
Ph.D. degrees in Computer Science from Yonsei Uni-
versity, Seoul, Republic of Korea, in 1996 and 2000,
respectively. He was a Senior Member of the engineer-
ing staff at ETRI, Korea, from 2000 to 2003. Since
2003, he has been a Full Professor of the school of
Computer and Information Engineering at Inha Uni-
versity, Korea, where he is also the Founding Direc-
tor of Information Security Research Laboratory. He

ol
is also a consultant for the Korean Information Security Agency and a mem-
ber of the board of directors and editorial board of the Korean Institute of In-
formation Security and Cryptology. His research interests include public key
cryptography and information security, privacy, biometrics and its applications
to authentication, and SDN network security. He is also interested in traffic mea-
surement technology.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


